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Foreword 73 

ISO (the International Organization for Standardization) is a worldwide federation of national 74 
standards bodies (ISO member bodies). The work of preparing International Standards is normally 75 
carried out through ISO technical committees. Each member body interested in a subject for which a 76 
technical committee has been established has the right to be represented on that committee. 77 
International organizations, governmental and non-governmental, in liaison with ISO, also take part in 78 
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all 79 
matters of electrotechnical standardization. 80 

The procedures used to develop this document and those intended for its further maintenance are 81 
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the 82 
different types of ISO documents should be noted. This document was drafted in accordance with the 83 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 84 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 85 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 86 
any patent rights identified during the development of the document will be in the Introduction and/or 87 
on the ISO list of patent declarations received (see www.iso.org/patents). 88 

Any trade name used in this document is information given for the convenience of users and does not 89 
constitute an endorsement. 90 

For an explanation on the meaning of ISO specific terms and expressions related to conformity 91 
assessment, as well as information about ISO's adherence to the World Trade Organization (WTO) 92 
principles in the Technical Barriers to Trade (TBT) see the following URL: 93 
www.iso.org/iso/foreword.html. 94 

The committee responsible for this document is Joint Technical Committee ISO/IEC JTC 1, Information 95 
technology, Subcommittee SC 27, IT Security techniques.  96 

A list of all parts in the ISO 15408 series can be found on the ISO website.  97 

http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
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Introduction 98 

ISO/IEC 15408 is a multi-part standard, with five parts:  99 

IT Security techniques – Evaluation criteria for IT security – 100 

• Part 1: Introduction and general model 101 

• Part 2: Security functional components 102 

• Part 3: Security assurance components 103 

• Part 4: Framework for the specification of evaluation methods and activities 104 

• Part 5: Pre-defined packages of security requirements 105 

While the associated standard ISO/IEC 18045 provides a companion methodology for some of the 106 
assurance requirements specified in ISO/IEC 15408, ISO/IEC 15408 also allows that refined evaluation 107 
activities can be specified for use with ISO/IEC 15408. Specification of such evaluation activities is 108 
already occurring amongst practitioners and this creates a need for a specification for defining such 109 
evaluation activities. 110 

This document provides a standardised framework for specifying objective, repeatable and 111 
reproducible evaluation methods and evaluation activities. 112 
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IT Security techniques — Evaluation criteria for IT security —  113 

Part 4: Framework for the specification of evaluation methods and 114 

activities 115 

1 Scope 116 

The model of security evaluation in ISO/IEC 15408-1 provides high-level generic evaluation activities 117 
which are defined in ISO/IEC 18045. More specific evaluation activities may be derived from these 118 
generic work units for particular situations (e.g. for SFRs or SARs applied to specific technologies or 119 
TOE types). This document, ISO/IEC 15408-4, describes a framework that shall be used for deriving  120 
evaluation activities from work units of ISO/IEC 18045 and grouping them into ‘evaluation methods’. 121 
Evaluation activities or evaluation methods may be included in PPs, STs and any documents supporting 122 
them. 123 

For clarity, this document specifies how to define evaluation activities and methods but does NOT itself 124 
specify instances of evaluation activities or methods. 125 

This document does not specify how to evaluate, adopt, or maintain evaluation activities and 126 

methods. These aspects are a matter for those originating the evaluation activities and methods in 127 
their particular area of interest. 128 

2 Normative references 129 

The following documents are referred to in the text in such a way that some or all of their content 130 
constitutes requirements of this document. For dated references, only the edition cited applies. For 131 
undated references, the latest edition of the referenced document (including any amendments) applies. 132 

ISO/IEC 15408-1, IT Security techniques — Evaluation criteria for IT security — Part 1: Introduction and 133 
general model, 134 
 135 
 ISO/IEC 15408-2, IT Security techniques — Evaluation criteria for IT security — Part 2: Security 136 
functional components 137 
 138 
ISO/IEC 15408-3, IT Security techniques — Evaluation criteria for IT security — Part 3: Security 139 
assurance components 140 
 141 
ISO/IEC 15408-5, IT Security techniques — Evaluation criteria for IT security — Part 5: Pre-defined 142 
packages of security requirements 143 
 144 
ISO/IEC 18045, IT Security techniques — Methodology for IT security evaluation 145 

3 Terms and definitions 146 

For the purposes of this document, the terms definitions, symbols and abbreviated terms given in 147 
ISO/IEC 15408-1 apply. 148 

 149 
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4 Overview 150 

The model of security evaluation in ISO/IEC 15408-1 identifies that high-level generic evaluation 151 
activities are defined in ISO/IEC 18045, but that more specific evaluation activities may be defined as 152 
technology-specific adaptationsof these generic activities for particular situations (e.g. for SFRs or SARs 153 
applied to specific technologies or TOE types). This document, ISO/IEC 15408-4, describes a framework 154 
that shall be used for defining these more specific evaluation activities. 155 

Clause 5 introduces the model and basic terms used in defining evaluation activities and methodologies 156 
in relation to the terminology given by ISO/IEC 18045. It also provides guidance on how to derive such 157 
activities and methodologies from functional and assurance requirements. 158 

Clause 6 describes how to construct an evaluation method as a set of evaluation activities. By starting 159 
with the general structure for documenting an evaluation method, the chapter continues with minimal 160 
requirements to their identification, scope, and dependencies to other evaluation methods, activities or 161 
actions. An evaluation method may specify further requirements for evaluation inputs, tool types, 162 
evaluator competencies, and reporting requirements which are also subject of this clause. Details for 163 
specifying rationales for an evaluation method are provided.  164 

Clause 7 provides details on the minimum content of an evaluation activity. In general, evaluation 165 
activities are based on evaluation objectives for specific technologies, derived from generic work units 166 
and the derivation relationship is then described in a rationale. Clause 7 describes how to specify 167 
objectives and rationales when deriving specific evaluation activities. Such activities may consider 168 
specific inputs, tool types, pass/fail criteria, and assessment strategies which are also subject of this 169 
chapter. 170 

5 General model of evaluation methods and evaluation activities.  171 

5.1 Concepts and model 172 

ISO/IEC 18045 defines a generic set of work units that an evaluator carries out in order to reach a 173 
verdict for many of the assurance classes, families and components defined in ISO/IEC 15408-3. The 174 
relationship between the structure of a Security Assurance Requirement (SAR) in ISO/IEC 15408-3 and 175 
the work units in ISO/IEC 18045 is described in subclause 6.4 of ISO/IEC 18045, and summarised in 176 
Figure 1 below.  177 
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 178 

Figure 1 - Mapping of ISO/IEC 15408 and ISO/IEC 18045 structures 179 

For the purposes of defining new evaluation activities and methods, the main point to note is that each 180 
Action (representing an Evaluator Action Element in ISO/IEC 15408-3 or an implied evaluator action 181 
element) is represented in ISO/IEC 18045 as a set of Work Units that are carried out by an evaluator.  182 

This document specifies the ways in which new evaluation activities may be derived from the generic 183 
Work Units in ISO/IEC 18045, and combined into an evaluation method that is intended for use in some 184 
particular evaluation context. A typical example of such an evaluation context would be a particular 185 
TOE type (e.g. a network device) or particular technology type (e.g. specific cryptographic functions).  186 

In general, defining evaluation activities and evaluation methods can start either from an SAR, aiming to 187 
make some or all parts of its work units more specific, or from an SFR, aiming to define specific aspects 188 
of work units related to that SFR. 189 

When starting from an SAR a guideline for the process is as follows: 190 

1. Identify the relevant ISO/IEC 18045 work units from which to derive at least one individual 191 
evaluation activity or groups of evaluation activities 192 

2. For each work unit from which an evaluation activity is derived: 193 

a. Define the new evaluation activities in terms of the specific work to be carried out and 194 
the method of judging pass/fail criteria as described in 7.2 195 

b. Group evaluation activities into an evaluation method if necessary 196 

c. State the rationale for the new evaluation activities (e.g. by referring to the developer 197 
action and content and presentation elements of the work units from which they are 198 
derived) and the evaluation method under which they are grouped as described in 6.2.9 199 
and 7.2.4.  200 

When starting from an SFR an alternative guideline would be as follows: 201 
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1. Identify the relevant SFR 202 

2. Identify the SARs to be addressed for that particular SFR, and the corresponding ISO/IEC 18045 203 
work units 204 

3. Define the new evaluation activities in terms of the specific work to be carried out and the 205 
method of judging pass/fail criteria as described in 7.2 206 

4. Map the new evaluation activities to the affected work units for the SARs 207 

5. State the rationale for the new evaluation activities (e.g. by referring to the developer action and 208 
content and presentation elements of the work units from which they are derived), and the 209 
evaluation method under which they are grouped, as described in 6.2.9 and 7.2.4.  210 

Subject to a suitable rationale (as described in clause 6.2.9), it is not required to have a 1:1 mapping 211 
between work units and new evaluation activities. The derivation may begin at different abstraction 212 
levels in Figure 1: for example, an author may map a different number of evaluation activities, whilst 213 
still addressing all aspects of an action (i.e. the collection of work units), where the level of detail in the 214 
mapping is related to the selected work units.. At other times the author may want to derive evaluation 215 
activities only from individual work units and would therefore provide the mappings at work unit level. 216 

5.2 Verb usage 217 

Where a verb is defined in ISO/IEC 15408-1 [**check correct final reference location] then the 218 
description of evaluation activities shall use those verbs only in accordance with the definitions. 219 
Alternative verbs may be used in an evaluation method for use in its evaluation activities provided that 220 
the alternative verbs are defined in the evaluation method. Any such verb definition shall make clear 221 
the extent to which evaluator judgement (as opposed to simple checking) is involved.  222 

EXAMPLE An evaluation method that includes automated test generation for a protocol might define a 223 
verb “cover”, applied to enumerated types in a protocol parameter, to mean trying all defined and 224 
undefined values of the parameter within the available parameter length. Then evaluation activities 225 
might be written in forms such as “The evaluator shall cover the PaymentMode field”.  226 

  227 

All work unit and sub-task verbs are preceded by the auxiliary verb shall and by presenting both the 228 
verb and the shall in bold italic type face. The auxiliary verb shall is used only when the provided text is 229 
mandatory and therefore only within the work units and sub-tasks. The work units and sub- tasks 230 
contain mandatory activities that the evaluator must perform in order to assign verdicts.  231 

Guidance text accompanying work units and sub-tasks gives further explanation on how to apply the CC 232 
words in an evaluation.  233 

Evaluator action verbs such as check, examine, report and record are used in this document with the 234 
meanings defined in ISO/IEC 15408-1 [**check correct final reference location].  235 

6 Structure of an evaluation method 236 

6.1 Overview 237 

An evaluation method and its constituent evaluation activities are defined for use in a particular 238 
evaluation context. For example, separate evaluation methods may be defined for specific technology 239 
areas which can range from specific functions up to specific product types or even - in the extreme case 240 
- for a specific product when the product is evaluated for unique features but where there is a 241 
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requirement to have the product evaluated using a separately defined method that supports 242 
transparency, repeatability and reproducibility of the evaluation. 243 

EXAMPLE Evaluation contexts for which separate evaluation methods might be defined are: 244 

• specific product types like network devices, smart cards, biometric devices, mobile devices 245 

• specific security functions used in different product types like cryptographic algorithms, 246 
cryptographic protocols, digital certificate validation, identification and authentication schemes. 247 

An evaluation method comprises a collection of individual evaluation activities, with additional 248 
information about the way in which the evaluation activities collectively meet some goal related to an 249 
identified evaluation context.  250 

The description of an evaluation method shall include: 251 

a. the entity that is responsible for definition and maintenance of the evaluation method 252 

b. the intended scope of the evaluation method, identifying the evaluation context in which it is 253 
intended to be applied 254 

c. the objective for deriving the relevant generic actions and work units in ISO/IEC 18045 (this 255 
may be defined at the level of the evaluation method, or at the level of the evaluation activities 256 
that it collects, or at both levels)  257 

d. identification of each work unit in ISO/IEC 18045 that is addressed by the evaluation activities 258 
in the evaluation method 259 

e. identification of any extended SARs from which an evaluation method is derived 260 

f. any known limitation of the evaluation method, or aspects not intended to be covered by the 261 
evaluation method 262 

g. any tool types and/or evaluator competences required to carry out the evaluation activities 263 
contained in the evaluation method 264 

h. any additional verbs used in the description of evaluation activities in place of verbs defined in 265 
ISO/IEC 15408-1 [**check reference in mature part 1] 266 

i. requirements for reporting on the results of applying the evaluation method. This may be done 267 
at the level of the evaluation method or at the level of each individual evaluation activity or as a 268 
combination of both levels (for example: a general reporting requirement might be defined for 269 
the evaluation method but with some evaluation activities requiring particular observations, 270 
justifications or answers to specific questions to be included). The reporting requirements may 271 
also identify some aspects to be reported as public information and other aspects to be 272 
reported only to a specific limited audience (e.g. the developer, evaluator and evaluation 273 
authority)  274 

Where subclauses defining parts of a specification indicate that the part is optional (e.g. identification of 275 
specific evaluator competences, or required tool types), then that part may simply be omitted from the 276 
definition of the evaluation method or evaluation activity. It is not necessary to include a blank section 277 
to represent the part in the definition.  278 
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6.2 Specification of an evaluation method 279 

6.2.1 Overview 280 

An evaluation method is specified in terms of the information identified in the subclauses below. No 281 
specific format is required for providing or presenting this information, except where specific for 282 
individual elements in the subclauses below. The purpose of stating requirements for the description of 283 
an evaluation method is to ensure that the assurance techniques used in an evaluation can be 284 
unambiguously identified, and that the evaluation method will be used appropriately (in the context for 285 
which it was intended) and in a way that supports consistent evaluation results.  286 

In general the description of an evaluation method may be taken to include the descriptions of the 287 
individual evaluation activities that it contains. This means that aspects of the evaluation method 288 
description may be deduced from the evaluation activity descriptions.  289 

6.2.2 Identification of evaluation methods 290 

The definition of an evaluation method shall include a unique identifier in order to unambiguously 291 
identify the set of evaluation activities to be applied in any given evaluation. The identifier should be 292 
assigned at the evaluation method level (rather than at the level of the evaluation activities it contains), 293 
reflecting the fact that an evaluation method is intended to be applied as a whole, and is subject to 294 
rationale and defined purpose and objectives at this level. If a set of evaluation activities has been 295 
grouped into an evaluation method then it shall only be identified as the same evaluation method when 296 
the complete set of evaluation activities in the evaluation method is used, with the same rationale as 297 
contained in the original evaluation method. If there is a need to divide the evaluation method into 298 
smaller subsets of evaluation activities then a separate evaluation method, with its own rationale, shall 299 
be defined for each separate grouping.  300 

EXAMPLE A unique identifier can be expressed by the title and version number of a supporting 301 
document or protection profile containing the evaluation method. Alternatively an identifier may also 302 
be obtained from a registration authority.  303 

For the cases defined in clause 6.2.9 where an evaluation method is 'overlain' by another evaluation 304 
method (for use in other PPs or PP-Modules) then if the original evaluation method rationale still holds 305 
(either because the original evaluation method rationale allows for the overlay, or because a 306 
justification is provided that the overlay preserves the original rationale) then the identifier of the 307 
original evaluation method shall be used; but if the rationale is changed as part of the overlay then a 308 
separate identifier defined in the relevant PP-Module or PP shall be used. The intention here is to 309 
ensure that a significant change to the rationale results in a different identifier being used.  310 

6.2.3 Scope of the evaluation method 311 

The definition of an evaluation method shall describe: 312 

a. the objective of the evaluation method in terms of assurance goals and a high level description 313 
of how these are implemented by the evaluation activities performed within the evaluation 314 
method 315 

b. the evaluation context in which the evaluation method is intended to be applied. For example, 316 
this might describe a TOE type such as a smart card or network device, or a type of function 317 
such as cryptographic functions using certain algorithms and modes applied to certain types of 318 
data transmission and data storage 319 

c. any known limitation of the evaluation method, or aspects not intended to be covered by the 320 
evaluation method.  321 
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Evaluation activities may be defined to apply specifically to one or more SFRs, and when an evaluation 322 
method includes such SFR-specific evaluation activities then a subsection of the scope shall identify the 323 
individual SFRs that the evaluation method is defined to address and the location where the SFRs are 324 
defined (e.g. ISO/IEC 15408-2 or extended SFRs defined in a Protection Profile). For extended SFRs that 325 
are not defined in ISO/IEC 15408-2, the identification of the location is particularly important since the 326 
same SFR name may have been used in different sources to refer to SFRs with different content. (If the 327 
evaluation method is not specific to any SFRs then this subsection is not required.) 328 

Similarly, evaluation activities may be defined to apply specifically to one or more extended SARs (i.e. 329 
SFRs that are not defined in ISO/IEC 15408-3), and when an evaluation method includes such 330 
evaluation activities then a subsection of the scope shall identify the relevant extended SARs and the 331 
location where they are defined (e.g. in a Protection Profile). As with extended SFRs, the identification 332 
of the location is particularly important since the same SAR name may have been used in different 333 
sources to refer to SARs with different content. (If the evaluation method does not apply to any 334 
extended SARs then this subsection is not required.) 335 

Note that the rationale for completeness of the evaluation method (6.2.9) may give further information 336 
relevant to the scope of the evaluation method.   337 

6.2.4 Dependencies 338 

The definition of an evaluation method shall describe any dependencies on other evaluation methods, 339 
evaluation activities, or on some of the generic actions in ISO/IEC 18045. For example, the evaluation 340 
method may rely on information obtained from some other developer action element in ISO/IEC 15408-341 
3 or some action in ISO/IEC 18045. Dependencies may be identified either at the level of the evaluation 342 
method, or at the level of an individual evaluation activity contained within the evaluation method. 343 

6.2.5 Required input from the developer or other entities 344 

The definition of an evaluation method shall identify any developer input required to perform the 345 
evaluation activity. This may be done either at the level of the evaluation method, or at the level of an 346 
individual evaluation activity included in the evaluation method. The description of the inputs may also 347 
be made by reference to those defined for the generic SAR from which the evaluation activities are 348 
derived, as defined in ISO/IEC 15408-3 (or the equivalent generic definition if dealing with an extended 349 
SAR). For example, the inputs for an evaluation method dealing with media encryption TOEs might 350 
define a requirement for description of particular details of a key hierarchy.  351 

6.2.6 Set of evaluation activities 352 

The evaluation activities contained in the evaluation method shall be defined using the structure 353 
defined in clause 7.  354 

6.2.7 Required tool types 355 

If the evaluation activities require any tool types then those shall be listed as part of the definition of the 356 
evaluation method. The tool types may be identified either at the level of the evaluation method, or at 357 
the level of an individual evaluation activity contained within the evaluation method.  358 

6.2.8 Required evaluator competences 359 

An evaluation method may optionally identify specific evaluator competences required for its 360 
evaluation activities (e.g. using [2]). If specific evaluator competences are identified then this may be 361 
done either at the level of the evaluation method, or at the level of individual evaluation activities 362 
contained within the evaluation method (or a combination of both). 363 
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6.2.9 Rationale for the evaluation method 364 

A rationale needs to be given to show that the derivation of the evaluation activities in an evaluation 365 
method, from the original work units in ISO/IEC 18045, is appropriate. This may be given either at the 366 
level of the evaluation method, or at the level of individual evaluation activities. If the evaluation 367 
activities contained in the evaluation method do not have individual rationales according to 7.2.4, then 368 
the evaluation method shall include a rationale for the derivation of evaluation activities from work 369 
units in ISO/IEC 18045. That rationale may contain an explanation of why work units were reworked 370 
for the scope and depth of an evaluation of a specific technology or TOE type. The rationale shall further 371 
state how the evaluation activities it contains address all aspects of the ISO/IEC 18045 action elements 372 
to which they apply, and shall justify that the manner in which the action elements or work units are 373 
addressed is complete with respect to the evaluation context in which the evaluation method is 374 
intended to be applied. 375 

If an evaluation activity has been derived from an extended SAR, the rationale shall justify the 376 
correspondence of the evaluation activity to the description of the work units for that extended SAR or, 377 
if no such work units are defined, to the description of the extended SAR itself.  378 

The rationale may, if appropriate, identify specific assumptions that are made for the evaluation 379 
context.  380 

Note that an evaluation method may be 'overlain' by another evaluation method in cases where PP-381 
Modules are used with a Base-PP, subject to a justification for any changes made by the overlay such 382 
that a rationale for the resulting evaluation method is still given. The rationale for the resulting 383 
evaluation method may exist because the original evaluation method rationale allows for the overlay 384 
(i.e. the rationale is already included in the original evaluation method definition), or else because the 385 
PP-Module includes a separate rationale dealing with its effect on the original evaluation method. For 386 
the case of PPs used in combination, the same principle applies: either the original evaluation method 387 
describes the permitted variations according to the context in which it is applied, or else the resulting 388 
overlain evaluation method deals with the effect on the original evaluation method. 389 

[**Editors’ Note: it has been suggested that the presence of overlays should be discussed in the 390 
review of CD1 (note that this also affects 6.2.2). Since we allow conformance to multiple PPs to be 391 
claimed, and since PP-Modules can make modifications to the elements of their Base-PP(s) – e.g. 392 
subclause 10.3.2.1 in 15408-1 CD1 says “A PP-Module may introduce new SPD-elements to the 393 
Base-PPs and may also refine or interpret some of the SPD-elements of the Base-PPs” – it seems 394 
inevitable that we have to allow and deal with this situation when defining evaluation activities 395 
and methods. However, comments are invited on this.] 396 

6.2.10 Additional verb definitions 397 

As described in 5.2 above, alternative verbs to those defined in ISO/IEC 15408-1 [**check reference in 398 
mature part 1] may be used in the specification of an evaluation activity but any such alternative verbs 399 
shall be defined as part of the evaluation method that contains the evaluation activity, and shall make 400 
clear the extent to which evaluator judgement (as opposed to simple checking) is involved. 401 

6.2.11 Requirements for reporting 402 

The description of the evaluation method may include a description of reporting requirements. This 403 
description may be given at the level of the evaluation method, or the level of individual evaluation 404 
activities, or at both levels (e.g. giving general reporting requirements for the evaluation method, but 405 
with some evaluation activities also requiring particular observations, justifications or answers to 406 
specific questions to be included). Any stated requirements for reporting shall be consistent with the 407 
requirements for the Evaluation Technical Report in ISO/IEC 18045, and any other standards required 408 
for the conduct of the evaluation (e.g. ISO/IEC 17025 may apply). 409 
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The reporting requirements may specify the reporting to be included in the Evaluation Technical 410 
Report (ETR – as described in ISO/IEC 18045), but may also define content for other output reports to 411 
be produced. For example, there may be separate reports defined for public distribution and for more 412 
limited distribution (e.g. the developer, evaluator and evaluation authority). Where more than one 413 
report is defined in this way the reporting requirements for the evaluation method (including those for 414 
individual evaluation activities) may then specify the aspects to be reported in each of the output 415 
reports.   416 

7 Structure of evaluation activities 417 

7.1 Overview 418 

At the level of an individual evaluation activity, the emphasis of the specification is on ensuring that the 419 
evaluation activity has a clear objective, clear pass/fail criteria (where defined), and that any 420 
dependencies on other evaluation activities are identified. This is intended to support understanding of 421 
the evaluation and hence consistent application of the activity in each evaluation.  422 

As noted in the subclauses of 6.2, some of the details to be specified for evaluation activities can be 423 
included at either the evaluation method level or at the level of individual evaluation activities.  424 

7.2 Specification of an evaluation activity 425 

7.2.1 Unique Identification of the evaluation activity 426 

Evaluation activities shall be uniquely identified within their source document. 427 

7.2.2 Objective of the evaluation activity 428 

The objective of performing the evaluation activity shall be stated. This may be stated with reference to 429 
SFRs and SARs as discussed in subclause below and to the pass/fail criteria in subclause 7.2.9, However, 430 
it is also important that the statement of the objective supports an evaluator in understanding the 431 
flexibility and limitations on varying the evaluation activity to fit a specific TOE.  432 

7.2.3 Relationship of the evaluation activity to SFRs, SARs, and other evaluation 433 
activities 434 

Where an evaluation activity is related to specific SFRs (possibly to specific instances of SFRs in another 435 
document such as a package, PP or PP-module) then this shall be identified as part of the evaluation 436 
activity definition (e.g. an evaluation activity might be related to an SFR stated in a particular PP with 437 
partial completion of an assignment to limit the acceptable values that can be used in a conformant ST). 438 
Similarly, the relationship to specific SARs shall be identified (this may be achieved via the mapping to 439 
work units for the original SAR from ISO/IEC 18045 unless there is additional information to be given 440 
about the relationship).  441 

Where an evaluation activity depends on completion of another evaluation activity then the 442 
dependency and the other evaluation activity shall be identified as part of the definition of the 443 
dependent evaluation activity. (Dependencies may be identified either at the level of the evaluation 444 
method, or at the level of an individual evaluation activity.) 445 

7.2.4 Rationale for the evaluation activity 446 

The evaluation activity shall include a justification for its derivation from one or more work units in 447 
ISO/IEC 18045. That justification may contain an explanation why work units had to be reworked for 448 
the scope and depth of an evaluation of a specific technology or TOE type. The combination of rationale 449 
at the levels of evaluation method (see clause 6.2.9) and evaluation activity shall justify that the 450 
evaluation method addresses all aspects of the ISO/IEC 18045 action elements to which it applies. 451 
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Additionally, the combined rationale shall describe how the derivation from the original action 452 
elements or work units ensures that the evaluation activity is complete with respect to the evaluation 453 
context in which the evaluation activity is intended to be applied. (Note that the rationale may identify 454 
and justify that some aspects are not applicable for its particular evaluation context.) 455 

If the evaluation activity mandates pass/fail criteria different from the work units it is derived from, the 456 
justification shall provide reasons for the new criteria’s feasibility and effectiveness. 457 

The rationale may, if appropriate, identify specific assumptions that are made for the evaluation 458 
context. 459 

The rationale may be given either at the level of the evaluation method, or at the level of an individual 460 
evaluation activity. 461 

7.2.5 Tool types required to perform the activity 462 

If performing the evaluation activity requires any tool types in order to complete the activities then 463 
these tool types shall be defined as part of the definition of the evaluation activity. The definition of the 464 
tool type shall include sufficient detail to enable the tool to be obtained or recreated in order that the 465 
evaluation activity can be consistently carried out with respect to the evaluation activity description 466 
and its pass/fail criteria. (This may be done either at the level of the evaluation method, or at the level 467 
of an individual evaluation activity.)  468 

If an evaluation activity does not require specific tool types other than those given or implied in the 469 
work unit from which it is derived, then this section is not required.  470 

7.2.6  Required evaluator competences 471 

As noted in 6.2.8, an evaluation method may optionally identify specific evaluator competences 472 
required for its evaluation activities (e.g. using [2]). If specific evaluator competences are identified 473 
then this may be done either at the level of the evaluation method, l or at the level of individual 474 
evaluation activities contained within the evaluation method (or a combination of both).  475 

7.2.7 Required input from the developer or other entities 476 

As noted in 6.2.5, additional detail may be specified regarding the required format and content of the 477 
inputs to an evaluation activity. This additional detail would generally be used to support precise 478 
specification of the evaluation activity and its pass/fail criteria. (This may be done either at the level of 479 
the evaluation method, or at the level of an individual evaluation activity.) 480 

If an evaluation activity does not require other input other than those defined in the work unit from 481 
which it is derived, then this section is not required. 482 

7.2.8 Assessment Strategy 483 

This section of an evaluation activity shall provide guidance and details how to perform the activity. It 484 
includes, as appropriate to the content of the evaluation activity:  485 

a. how to assess the input from the developer or other entities for completeness with respect to 486 
the evaluation activity 487 

b. how to make use of any tool types required (potentially including guidance for the calibration 488 
or setup of the tools) 489 

c. guidance on the steps for performing the activity.  490 
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Allowing some room for technology-specific adaptation is important for most evaluation activities. 491 
Finding the right balance between a precise specification of the assessment strategy and the allowed 492 
room for such adaptation is important to ensure objective and reproducible results on the one hand and 493 
meaningful results on the other hand. It is obvious that the room for technology-specific adaptation 494 
needs to increase with the flexibility a developer has to implement the functional requirement(s) to be 495 
assessed by the evaluation activity. In those cases the assessment strategy should provide general 496 
guidance how to perform a TOE-specific refinement and adaptation rather than specifying every detail 497 
of the actions the evaluator has to perform. The specification of an assessment strategy shall require the 498 
evaluator to justify any refinement and adaptation made by showing how they contribute to the 499 
objective of the evaluation activity. 500 

An assessment strategy may consist of several stages that the evaluator has to perform. Those stages 501 
shall be specified with the expected outcome of each stage. Some stages may depend on the result of 502 
previous stages and in this case the assessment strategy shall also define what the evaluator needs to do 503 
if one of the stages does not produce the expected result. Examples for those cases are to return to a 504 
previous stage with some modified input, terminate the evaluation activity indicating what to document 505 
as the result of the activity, or continue with another stage. 506 

7.2.9 Pass/fail criteria 507 

This section of an evaluation activity allows definition of criteria that the evaluator uses to determine 508 
whether the evaluation activity has demonstrated that the TOE has met the relevant requirement or 509 
that it has failed to meet the relevant requirement. In some cases it may be suitable to rely on the 510 
description of the original work unit from which the evaluation activity is derived, but in other cases the 511 
author of the evaluation activity may decide that it is necessary or beneficial to state more specific 512 
criteria. Ultimately the pass/fail criteria will be concerned with determining whether the objective 513 
stated for the evaluation activity (7.2.2) has been met. If an evaluation activity mandates separate 514 
pass/fail criteria and consistently justifies its necessity, then these criteria shall maximise the 515 
consistency of results from carrying out the evaluation activity in different evaluations. Making an 516 
explicit statement of specific criteria in this way minimises the chance that a different evaluator will 517 
reach a different conclusion for the evaluation activity, given the same evidence. In general therefore 518 
the pass/fail criteria should be made as specific as possible.  519 

Ways of achieving specific pass/fail criteria for analysing documents include expressing criteria in 520 
terms of the presence or absence of specific features, for example the presence of the detailed 521 
configuration of a communication stack or the set of failure triggers of an execution environment, and in 522 
terms of ‘yes/no’ answers to specific ‘closed’ questions (perhaps supported by answers obtained to 523 
other ‘open’ questions).  524 

Ways of achieving specific pass/fail criteria for tests would be to express the criteria in terms of a 525 
particular visible result, such as observing successful communication on a channel, or receiving an error 526 
message indicating that the channel setup has failed, or observing a memory access/setting. A phrase 527 
such as “the TOE deletes the data” would generally be a poor choice as a pass/fail criterion, because it is 528 
not clear how this deletion determined by the evaluator: a better choice would be “the TOE returns a 529 
'file not found' error” or “the evaluator uses <a named interface call> and confirms that the file is not 530 
present on the file-list returned”. Another method of expressing specific pass/fail criteria for evaluation 531 
activities would be in terms of determining compliance with specific clauses of an identified standard, 532 
or in terms of comparison with a reference model or set of examples such as the ISO/IEC 18045 attack 533 
potential model or a specific attack potential model as defined for some IT product types.  534 

However it is also recognised that criteria will generally need to allow for differences in implementation 535 
details between different TOEs. Therefore the pass/fail criteria may also be described in terms of the 536 
objective defined for the evaluation activity (subclause 7.2.2).  537 
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If an evaluation activity does not require pass/fail other than those given in the work unit from which it 538 
is derived, then this section is not required. 539 

7.2.10 Requirements for reporting 540 

As noted in subclause 6.2.11, specific requirements for reporting (in the ETR and possibly in other 541 
outputs) may be specified for an evaluation activity – the requirements may be stated at the level of the 542 
evaluation method, or the level of individual evaluation activities. At this level the defined requirements 543 
for reporting would generally be intended to support transparency and reproducibility of the pass/fail 544 
judgement by documenting answers to particular questions, rationale for conclusions, or giving a clear 545 
description of the result of a particular test. In particular, where pass/fail criteria are expected to 546 
require evaluator judgements then the requirements for reporting shall include recording of specific 547 
factors defined to be involved in making the judgment and reaching the pass/fail conclusion. Similarly, 548 
where an evaluator has needed to adapt an evaluation activity for a particular TOE then the 549 
requirements for reporting shall include a justification of why the result obtained nevertheless satisfies 550 
the objective defined for the evaluation activity (as in subclause 7.2.2).   551 

If an evaluation activity does not require reports or report details other than those given in the work 552 
unit from which it is derived, then this section is not required. 553 

  554 



ISO/IEC CD1 15408-4:####(X) 

© ISO 2018 – All rights reserved 13 

Bibliography 555 

[1] ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security 556 
evaluation 557 

[2] ISO/IEC 19896-3 Information technology — Security techniques — Competence requirements for 558 
information security testers and evaluators – Part 3: Knowledge, skills and effectiveness 559 
requirements for ISO/IEC 15408 evaluators 560 

 [**(At this time, ISO/IEC 19896-3 is at DIS. The editor expects that ISO/IEC 19896-3 standard 561 
will be published before this standard)] 562 

 563 


