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Background

According to the ISO/IEC JTC1 Directives, Part 2, Clause 16.4, “Terms and definitions should
preferably be listed according to the hierarchy of the concepts (i.e. systematic order). Alphabetical
order is the least preferred order.”

The current version of ISO/IEC 15408 series of standards and ISO/IEC 18045 have all their terms
presented in alphabetical order, which works in English only. Hence all translated versions do not
follow even the least preferable order as dictated by the Directives. Additionally, presenting
hundreds of terms in alphabetical order does not help users understanding the idea behind since
definitions of adjacent terms can refer to completely different concepts.

Further, by the decision taken at the Berlin meeting (October 2017) ALL terms related to the ICT
security evaluation are to be gathered in one document, ie. ISO/IEC 15408-1. This means special
attention should be paid to Clause 3 to present terms in a clear and easy-to-follow way for all
potential users of the series of the 15408 standards.

Concept approach is described in several international standards related to terminology developed
by the ISO Technical Committee TC37 Language and terminology.

A basic principle for this approach is that one term corresponds to one concept and only one concept
corresponds to one term in a given domain or subject in a given language.

For the purpose of this document relevant terms are defined as follows!:

— concept means a unit of knowledge created by a unique combination of characteristics

— term means a verbal designation of a general concept in a specific domain or subject

— designation means a representation of a concept by a sign which denotes it

— definition means a representation of a concept by a descriptive statement which serves to
differentiate it from related concepts.

Systematic order requires identification of distinguished concepts and further determining terms
which relate to the concept and provide necessary characteristics. The concept can have its definition,
but it is not always the case. Systematic order is achieved by proper numbering in the hierarchy of
terms (see Fig.1). However, it is common to apply another style of numbering (see Fig. 2). The only
condition is to use the style consistently.

! Adopted from ISO/IEC 10241-1:2011 Terminological entries in standards — Part 1: General
requirements and examples of presentation



Concept no 3

3:3:1 332 333 3.34
Term 1 Term 2 Term 3 Term 4
33321 3.3.3.2 3.3.33
Term 5 Term 6 Term 7

Fig. 1 Numbering of terms within the concept (example)
Concept no 3

3.31 3.3.2 3.3.3 3.3.7
Term 1 Term 2 Term 3 Term 7

3.34 3.3.5 3.3.6
Term 4 Term 5 Term 6

Fig. 2 Numbering of terms within the concept (2. example)

It is recommended? to minimize the number of concepts to produce a clear picture of relationships
inside one concept map and limit cross-relations between concepts.

Although the systematic approach is used in ISO standards for terminology presentation for many
years (see, for example, ISO/IEC 9000, to name the most eminent one, in my opinion) it has not been

applied in SC27 documents yet. However, when one considers:

2 ISO/IEC 704:2009, Principles and methods



— the complexity of the IT security evaluation domain which resulted in hundreds of terms,
often used in a different context than usual dictionary meaning,

— deep revision of 15408 & 18045 set of standards currently underway,

— needs for opening the Common Criteria world for new users, new applications, new
technologies, and new evaluation techniques, and simultaneously, legacy needs for
preserving current applications (existing evaluation and certification schemes with their
practices, skills and experience),

— new regulatory/ legal frameworks, like European cybersecurity certification framework3,

clear request for working out the terminology issue is emerging (if not now —when?, In not us —
who?).

Therefore, by identifying concepts and re-arrange the current presentation of terms in ISO/IEC 15408
part 1 we could meet the challenges as described above and:

— fulfil the ISO requirements for correct presentation of terms,
— clarify terms and their definitions in the ICT security evaluation context, and consequently
o identify and then remove from Clause 3 these terms which are not necessary to
define,
o improve current definitions (e.g. shortening them or removing circular references
among several definitions).

Concept approach introduction to ISO/IEC 15408-1

General action plan (GAP)
To achieve a complete systematic order with regards to all terms finally included in Clause 3 of
ISO/IEC 15408-1 an action plan is proposed with the following prerequisites:

1. Clause 3 of ISO/IEC CD 15408-1 contains all terms in alphabetical order; experts can
comment on the content, and regular housekeeping work is being done;

2. Inparallel, ISO/IEC TR 22216 is used as a temporary incubator for developing the concept
system and reordering the set of terms by assigning them to relevant concepts;

3. The reconstruction will be divided into 2 major parts, ie.

a. the Pilot — developing only some, the most obvious concepts (see next Clause),
assigning terms to these concepts, and leaving the rest of the terms untouched for
the time being;

b. the Implementation —based on experience gained during the Pilot the rest of the
concept is being developed, accepted and rest of terms assigned accordingly.

Thus, the action plan is formulated as follows:

A. The limited reconstruction (the Pilot) is placed in the current draft of ISO/IEC 22216 subject
to the revision by experts,

B. Depending on the results of revision separate session/workshop could be organized at the
meeting in Norway (Autumn, 2018), possibly with the help of an external expert(s),

3 http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505737096808&uri=CELEX:52017PC0477
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C. Upon the editing group approval proven/validated approach would be deployed on the
whole set of terms,

D. The full reconstruction (Implementation) will appear in the next version of ISO/IEC TR 22216
issued after the meeting held in Norway, again subject to the revision by experts,

E. Housekeeping on terms and their definition is being done in parallel, and its results are
mutually reflected in both documents, ISO/IEC 15408-1 Clause 3 and ISO/IEC TR 22216.

F. Another round of review is possible before the project gets the DIS stage;

G. Upon successful implementation of the concept approach, the results would be moved to
Clause 3 of ISO/IEC 15408-1 replacing alphabetically ordered set of terms and definitions.

The plan is presented in Fig. 3.

Terminology
expert on board

Workshop -
Pilot - 1st draft Pilot final F”'f'. delp"’y.’"e"t'
Inal review DIS registered
Full deployment- ' ,
draft
L
L) L] L] L)
2018-07-01 2018-10-01 2019-01-01 2019-04-01
2018-05-20 2019-06-15
Terminology
expert on board
Expert's Expert's
Review and Review and
Comments Comments

Fig. 3 The action plan timetable

What would be the impact of the GAP on the project timetable?
- Minor, it does not touch the structure, not being an obstacle for progressing ISO/IEC 15408-1
to next stages (should be done unless the project reaches DIS stage),

- There is always a roll-back possibility, some not all results (e.g. at least housekeeping) could be
implemented if the adventure would not reach its all objectives.

Identification of concepts and terms mapping
As a starting point (pilot) of the concept development the following 5 concepts have been identified:

Security model
Evaluation

Target of Evaluation, TOE
Evaluation techniques

vk wnN e

Taxonomy



and relevant concept maps developed (see SC27/WG3 N1633 4WD 22216 “IT Security techniques —
Evaluation criteria for IT security — Introductory 7 guidance on evaluation for IT security, Annex C).

Next, this preliminary set of concepts has evaluated into a bigger one to encompass potentially all
terms defined currently in ISO/IEC 15408-1. Following concepts have been established:

Security model

Target ofevaluation, TOE
Assurance (replacing ‘Evaluation’)
Evaluation verb

Lifecycle

Vulnerability

Composition

O NV A WN R

Taxonomy

Relevant terms have been assigned to concepts by analyzing respective definitions. As a result,
several maps of relationships between terms are presented in following subchapters. Each map is
accompanied by the table containing terms and their definitions.

Few remaining terms have not been assigned yet. It is expected to consider how to expand current
maps to include these terms, or establish new concepts if necessary (still having in mind to develop
the set of concepts as minimal as possible.

Finally, there are terms recommended to remove (still subject to further consideration).

The complete list of terms, their definitions and current status with regards to the concept
assignments are presented in the table located at the end of this Annex.

It is worth to note some maps contain not defined terms. It is not necessary a fault, nor it is a proof
of incompleteness. The term is not to be defined if used in common, dictionary meaning however it
could be indispensable for completeness of the concept map. Such terms are indicated in red font.
Finally, if we have any doubt with assigning particular terms, it appears in a yellow box.

Request for comments
It is not claimed the maps for the respective concepts are complete and fully correct. All presented
concepts and their maps are subject to modifications and improvements.

Experts are requested to provide their comments on concepts identification, terms assigning and
consistency of all maps.



Concept maps

Security model
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ID_no
3.145

3.7
3.158
3.6
3.122
3.144

3.51

3.146

3.146a

3.146a

ID_conc Term

1.

vk wnN

10.

security problem

security problem definition

SPD

asset

threat agent

adverse action
organizational security
policy

ospP

security objective

counter, verb

security requirement

security functional
requirement, SFR

security assurance
requirement, SAR

Current definition
statement which in a formal manner defines the nature and scope of the
security that the TOE is intended to address

Note 1 to entry: This statement consists of a combination of: threats to be
countered by the TOE and its operational environment, the OSPs enforced by
the TOE and its operational environment, and the assumptions that are
upheld for the operational environment of the TOE.

entity that the owner of the TOE presumably places value upon

entity that can exercise adverse actions on assets protected by the TOE
action performed by a threat agent on an asset

set of security rules, procedures, or guidelines for an organization

Note 1 to entry: A policy may pertain to a specific operational environment.

statement of an intent to counter identified threats and/or satisfy identified
organization security policies and/or assumptions

act on or respond to a particular threat so that the threat is eradicated or
mitigated

requirement, stated in a 15408a standardized language, which is part of a
TOE security specification as defined in a specific ST or in a PP.

security requirement, which contributes to fulfil the TOE’s Security Problem
Definition (SPD) as defined in a specific ST or in a PP

security requirement, which refers to the conditions and processes such as
specification, design, development, and delivery under which the TOE is
developed and configured before being accepted by its final user

Concept
security model

security model
security model
security model
security model
security model

security model

security model

security model

security model



ID_no
3.87

3.121
3.162

3.147

3.149

3.131

3.17

3.132

3.130

ID_conc Term
11. extended security
requirement

12. operational environment
13. TOE type

14. security target, ST

15. selection-based Security

Functional Requirement
selection-based SFR

16. Protection Profile
PP

17. Base Protection Profile
Base PP

18. Protection Profile module
PP-Module

19. Protection Profile

configuration
PP-Configuration

Current definition

security requirement developed according to the rules given in ISO/IEC
15408 but that is not specified in any part of ISO/IEC 15408

Note 1 to entry: An extended security requirement may be either an SAR or
an SFR.

Note 2 to entry: Extended security requirements are defined within
extended component definitions.

environment in which the TOE is operated

set of TOEs that have common characteristicsNote 1 to entry: The TOE type
may be more explicitly defined in a PP.Note 1 to entry: The TOE type may be
more explicitly defined in a PP.

implementation-dependent statement of security requirements for a TOE
based on a security problem definition

SFR in a Protection Profile that contributes to a stated aspect of the PP’s
security problem definition that shall is to be included in a conformant ST if a
selection choice identified in the PP indicates that it has an associated
selection-based SFR

implementation-independent statement of security needs for a TOE type

Protection Profile specified in a PP-Module used as a basis to build a
Protection Profile Configuration

implementation-independent statement of security needs for a TOE type
complementary to one or more Base Protection Profiles

Protection Profile composed of Base Protection Profile(s) and Protection
Profile module(s)
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security model
security model

security model

security model

security model
- TOE type

security model
- TOE type

security model
- TOE type

security model



ID_no
3.66

3.153

3.54

3.82

ID_conc Term

20. direct rationale

21. strict conformance

22. demonstrable conformance
23. exact conformance

Current definition

type of Protection Profile or Security Target in which the threats and
organisational security policies in the SPD are mapped directly to the SFRs
and possibly security objectives for the operational environment

Note 1 to entry: Direct rationale does not include security objectives for the
TOE.

Note 2 to entry: Direct rationale is simpler solution than mapping via a set
of TOE security objectives.

hierarchical relationship between a PP and an ST where all the requirements
in the PP also exist in the ST

Note 1 to entry: This relation can be paraphrased as “the ST shall contain all
statements that are in the PP, but may contain more”. Strict conformance is
expected to be used for stringent requirements that are to be adhered to in a
single manner.

relation between a ST and a PP, where the ST provides an equivalent or more
restrictive solution which solves the generic security problem in the PP

hierarchical relationship between a PP and an ST where all the requirements
in the ST are drawn only from the PP

Note 1 to entry: an ST is allowed to claim exact conformance to one or more
PPs and/or PP configurations.
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Fig. 5 Concept map for 'TOE'
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ID_no
3.157

3.171

3.161

3.143

3.71

3.141

3.156
3.116

3.119

3.138

3.88

3.15

ID_conc
1.

10.

11.

12.

Term

target of evaluation
TOE

TSF interface
TSFI

TOE security functionality
TSF
security function policy

Entity

security attribute

subject
object

operation
Role
external entity

user
authorized user

Current definition

set of software, firmware and/or hardware possibly accompanied by guidance,
which is the subject of an evaluation

means by which external entities (or subjects in the TOE but outside of the TSF)
supply data to the TSF,

combined functionality of all hardware, software, and firmware of a TOE that
must be relied upon for the correct enforcement of the SFRs

set of rules describing specific security behaviour enforced by the TSF and
expressible as a set of SFRs

identifiable item that is described by a set or collection of properties

Note 1 to entry: Entities include subjects, users (including external IT products),
objects, information, sessions and/or resources

property of subjects, users, objects, information, sessions and/or resources
that is used in defining the SFRs and whose values are used in enforcing the
SFRs

Note 1 to entry: Users can include external IT products.

entity in the TOE that performs operations on objects

entity in the TOE, that contains or receives information, and upon which
subjects perform operations

(on an object) specific type of action performed by a subject on an object

predefined set of rules establishing the allowed interactions between a user
and the TOE

human, technical system or one of its components interacting with the TOE
from outside of the TOE boundary

TOE user who may, in accordance with the SFRs, perform an operation
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TOE

TOE

TOE

TOE

TOE

TOE
TOE

TOE
TOE
TOE - role -

subordinate

TOE - role -
subordinate



ID_no
35

3.160
3.170

3.173

3.139

3.140

3.50

3.103

3.102

3.165

ID_conc
13.

14.
15.

16.

17.

18.

19.

20.

21.

22.

Term
administrator

TOE resource
TSF data

user data

secret

secure state

connectivity

internal TOE transfer

internal communication
channel

transfer outside of the TOE

Current definition

entity that has a level of trust with respect to all policies implemented by the
TSF

Note 1 to entry: Not all PPs or STs assume the same level of trust for
administrators. Typically, administrators are assumed to adhere at all times to
the policies in the ST of the TOE. Some of these policies may be related to the
functionality of the TOE, others may be related to the operational
environment.

anything useable or consumable in the TOE

data for the operation of the TOE upon which the enforcement of the SFR
relies

data received or produced by the TOE, which is meaningful to some external
entity but which do not affect the operation of the TSFNote 1 to entry:
Depending of the concept, this definition assumes that the same data created
by users that has an actual impact on the operation of the TSF can be regarded
as the TSF data.

information that shall be known only to authorised users and/or the TSF in
order to enforce a specific SFP

state in which the TSF data are consistent and the TSF continues correct
enforcement of the SFRs

property of the TOE allowing interaction with IT entities external to the TOE
Note 1 to entry: This includes exchange of data by wire or by wireless means,
over any distance in any environment or configuration.

communicating data between separated parts of the TOE

communication channel between separated parts of the TOE

TSF mediated communication of data to entities not under the control of the
TSF
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TOE

TOE

TOE

TOE

TOE

TOE

TOE



ID_no
3.169

3.167

3.99

3.168

3.94

3.113

ID_conc
23.

24.

25.

26.

27.

28.

Term
trusted path

trusted channel

inter TSF transfer

trusted IT product

guidance docummentation

module
TOE Module

Current definition Concept
means by which a user and a TSF can communicate with the necessary TOE
confidence

Note 1 to entry: Communication typically implies the establishment of
identification and authentication of both parties, as well as the concept of a
user specific session which is integrity-protected.

Note 2 to entry: When the external entity is a trusted IT product, the notion of
trusted channel is used instead of trusted path.

Note 3 to entry: Both physical and logical aspects of secure communication
can be considered as mechanisms for gaining confidence.

means by which a TSF and another trusted IT product can communicate with TOE
necessary confidence

communicating data between the TOE and the security functionality of other TOE
trusted IT products

IT product, other than the TOE, which has its security functional requirements | TOE
administratively coordinated with the TOE and which is assumed to enforce its
security functional requirements correctlyEXAMPLE An IT product that has

been separately evaluated.

documentation that describes the delivery, preparation, operation, TOE
management and/or use of the TOE

small architectural unit that can be characterized in terms of the properties TOE
discussed in TSF internals (ADV_INT)

15
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ID_no
3.9
3.72
3.78

3.4
3.154

3.3

3.178
3.73

3.134

3.79

ID_conc

10.

Term

assurance
evaluate
evaluation method

activity
sub-activity

action

work unit

evaluation activity
EA

record

evaluation scheme

Current definition

grounds for confidence that a TOE meets the SFRs

assessment of a PP, an ST or a TOE, against defined criteria

set of one or more evaluation activities that are derived from ISO/IEC 18045
work units for application in a specific context

application of an assurance class of ISO/IEC 15408-3

application of an assurance component of ISO/IEC 15408-3

Note 1 to entry: Assurance families are not explicitly addressed in this
International Standard because evaluations are conducted on a single
assurance component from an assurance family

evaluator action element of ISO/IEC 15408-3

NOTE to entry: These actions are either explicitly stated as evaluator actions or
implicitly derived from developer actions (implied evaluator actions) within
ISO/IEC 15408-3 assurance components.

most granular level of evaluation work

activities derived from work units defined in ISO/IEC 18045

Note 1 to entry: The concept of evaluation activities, and the combination of
evaluation activities into "evaluation methods", is defined in ISO/IEC 15408-4.

<evaluation verb> retain a written description of procedures, events,
observations, insights and results in sufficient detail to enable the work
performed during the evaluation to be reconstructed at a later time

rules, procedures, and management to carrying evaluations of IT products
security implementing all parts of ISO/IEC 15408

Note 1 to entry: Administrative and regulatory framework is usually a part of
an evaluation scheme. Such framework is out of the scope of ISO/IEC 15408.
Note 2 to entry: The objective of evaluation scheme is to ensure that high
standards of competence and impartiality are maintained and a consistency of
evaluations is achieved.

Note 3 to entry: Evaluation scheme is usually established by an evaluation
authority, which defines the evaluation environment, including criteria and
methodology required to conduct IT security evaluations.
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assurance
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assurance

assurance
assurance

assurance

assurance



ID_no

3.108

3.77

3.174

3.123

3.76

3.136

3.80

3.117

ID_conc
11.

12.

13.

14.

15.

16.

17.

18.

Term
laboratory

evaluation evidence
verdict

overall verdict
evaluation

deliverable

report

evaluation technical
report

observation report

Current definition
organization with a management system providing evaluation and or testing

work in accordance with a defined set of policies and procedures and utilizing a

defined methodology for testing or evaluating the security functionality of IT
products

Note 1 to entry: These organizations are often given alternative names by
various approval authorities. For example, IT Security Evaluation Facility
(ITSEF), Common Criteria Testing Laboratory (CCTL), Commercial Evaluation
Facility (CLEF).

[SOURCE ISO/IEC DIS 19896-1 ,3.7]

item used as a basis for establishing the verdict of an evaluation activity
pass, fail or inconclusive statement issued by an evaluator with respect to an
ISO/IEC 15408 evaluator action element, assurance component, or class

Note 1 to entry: The statement can be presented as: pass, fail or inconclusive.

Note 2 to entry: Also see overall verdict.

pass or fail statement issued by an evaluator with respect to the result of an
evaluation
Note 1 to entry: The statement can be expressed as “pass” or “fail”.

any resource required from the sponsor or developer by the evaluator or
evaluation authority to perform one or more evaluation or evaluation
oversight activities

<evaluation verb> include evaluation results and supporting material in the
evaluation technical report or an observation report

documentation of the overall verdict and its justification, produced by the
evaluator and submitted to an evaluation authority

report written by the evaluator requesting a clarification or identifying a
problem during the evaluation
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ID_no
3.81

3.75

3.105

3.124

3.74

3.155

3.114

3.93

ID_conc
19.

20.

21.

22.

23.

24.

25.

26.

Term
evaluator

evaluation authority

interpretation
oversight verdict

evaluation
assurance level
EAL

sub-TSF (TSF part)

multi-assurance
evaluation

global assurance
level

Current definition
individual assigned to perform evaluations in accordance with a given
evaluation standard and associated evaluation methodology

Note 1 to entry: An example of evaluation standards is ISO/IEC 15408 (all
parts) with the associated evaluation methodology given in ISO/IEC 18045

SOURCE: ISO/IEC 19896-1:2018

body operating an evaluation scheme

Note 1 to entry: By applying the evaluation scheme evaluation authority sets
the standards and monitors the quality of evaluations conducted by bodies
within a specific community.

clarification or amplification of an ISO/IEC 15408, ISO/IEC 18045 or scheme
requirement

statement issued by an evaluation authority confirming or rejecting an overall
verdict based on the results of evaluation oversight activities

well formed package of assurance requirements defined in ISO/IEC 15408-3
and drawn from ISO/IEC 15408-3, representing a point on the ISO/IEC 15408
predefined assurance scale, that form an assurance package

notion applied in multi-assurance evaluation to denote a portion of the TSF
that provides a well-defined subset of security functionality, which corresponds
to a set of SFRs that is closed by dependencies, objectives, and SPD elements.
Note 1 to entry: a sub-TSF has the characteristics of a TSF .

Note 2 to entry: a sub-TSF is associated with its own assurance package

evaluation where the TOE is organised in parts, each part being associated with
its own assurance package

set of assurance requirements drawn from CC Part 3 that are to be applied to
the entire TSF in a multi-assurance evaluation.
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ID_no
3.22

3.49

3.83

3.61

3.175

3.133

3.60

ID_conc Term

1. check

2. confirm
3. examine
4, determine
5. verify

6. prove

7. describe

Current definition

<evaluation verb> generate a verdict by a simple comparison

NOTE Evaluator expertise is not required. The statement that uses this verb
describes what is mapped.

<evaluation verb> declare that something has been reviewed in detail with an
independent determination of sufficiency

Note 1 to entry: The level of rigour required depends on the nature of the
subject matter

<evaluation verb> generate a verdict by analysis using evaluator expertise
Note 1 to entry: The statement that uses this verb identifies what is analysed and the
properties for which it is analysed.

<evaluation verb> affirm a particular conclusion based on independent
analysis with the objective of reaching a particular conclusion

Note 1 to entry: The usage of this term implies a truly independent analysis,
usually in the absence of any previous analysis having been performed.
Compare with the terms “confirm” or “verify” which imply that an analysis
has already been performed which needs to be reviewed

<evaluation verb> rigorously review in detail with an independent
determination of sufficiency

Note 1 to entry: Also see “confirm”. This term has more rigorous
connotations. The term “verify” is used in the context of evaluator actions
where an independent effort is required of the evaluator.

<evaluation verb> show correspondence by formal analysis in its
mathematical sense

Note 1 to entry: It is completely rigorous in all ways. Typically, the term prove
is used when there is a desire to show correspondence between two TSF
representations at a high level of rigour.

<evaluation verb> provide specific details of an entity
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ID_no
3.55

3.85

3.107

3.152

3.70

3.84

3.164

ID_conc

10.

11.

12.

13.

14.

Term
demonstrate

explain

justify

specify

ensure

exhaustive

trace

Current definition

<evaluation verb> provide a conclusion gained by an analysis which is less
rigorous than a “proof”

<evaluation verb> give argument accounting for the reason for taking a
course of action

Note 1 to entry: This term differs from both “describe” and “demonstrate”. It
is intended to answer the question “Why?” without actually attempting to
argue that the course of action that was taken was necessarily optimal.

<evaluation verb> provide a rationale providing sufficient reason

Note 1 to entry: The term ‘justify’ is more rigorous than a ‘demonstrate’.
This term requires significant rigour in terms of very carefully and thoroughly
explaining every step of a logical analysis leading to a conclusion.

<evaluation verb> provide specific details about an entity in a rigorous and
precise manner

<evaluation verb> guarantee a strong causal relationship between an action
and its consequences

Note 1 to entry: When this term is preceded by the word “help” it indicates
that the consequence is not fully certain, on the basis of that action alone.

<evaluation verb> characteristic of a methodical approach taken to perform
an analysis or activity according to an unambiguous plan

Note 1 to entry: This term is used in ISO/IEC 15408 with respect to conducting
an analysis or other activity. It is related to “systematic” but is considerably
stronger, in that it indicates not only that a methodical approach has been
taken to perform the analysis or activity according to an unambiguous plan,
but that the plan that was followed is sufficient to ensure that all possible
avenues have been exercised.

<evaluation verb> simple directional relation between two sets of entities,
which shows which entities in the first set correspond to which entities in the
second
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Life cycle
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ID_no
3.110

3.63

3.62
3.64

3.65

3.96

ID_conc
1.

Term
life cycle model

development

developer
development
environment

development tools

implementation
representation

Current definition

framework containing the processes, activities, and tasks involved in the
development, operation, and maintenance of a product, spanning the life of
the system from the definition of its requirements to the termination of its use
Note 1 to entry: See also Figure 1.

[SOURCE: ISO/IEC/IEEE 24765:2010 3.1587 modified, note 1 to entry added]

product life-cycle phase which is concerned with generating the
implementation representation of the TOE

Note 1 to entry: Throughout the ALC: Life-cycle support requirements,
development and related terms (developer, develop) are meant in the more
general sense to comprise development and production.

organisation responsible for the development of the TOE

environment in which the TOE is developed

Note 1 to entry: The conditions include physical facilities, security controls, IT
systems and development tools.

tools (including test software, if applicable) supporting the development and
production of the TOE

EXAMPLE For a software TOE, development tools are usually programming
languages, compilers, linkers and generating tools.

least abstract representation of the TSF, specifically the one that is used to
create  the  TSF itself  without  further  design refinement
Note 1 to entry: Source code that is then compiled or a hardware drawing that
is used to build the actual hardware are examples of parts of an
implementation representation.
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ID_no
3.40

3.38

3.45

3.41

ID_conc

10.

Term
configuration
management
c™M

configuration item

configuration
management system

configuration
management
documentation

CM documentation

Current definition Concept
discipline applying technical and administrative direction and surveillance to: life cycle
identify and document the functional and physical characteristics of a

configuration item, control changes to those characteristics, record and report

change processing and implementation status, and verify compliance with

specified requirements

item or aggregation of hardware, software, or both that is designated for life cycle
configuration management and treated as a single entity in the configuration
management process [during the TOE development]

Note 1 to entry: These may be either parts of the TOE or objects related to the
development of the TOE like evaluation documents or development tools.

configuration mnagement items may be stored in the configuration

mnagement system directly (for example files) or by reference (for example

hardware parts) together with their version

[SOURCE: ISO/IEC/IEEE 24765:2010 3.563 modified, specification of TOE

development requirement and note 1 to entry added].

set of procedures and tools (including their documentation) used by a life cycle
developer to develop and maintain configurations of his products during their
life-cycles

Note 1 to entry: Configuration management systems may have varying degrees
of rigour and function. At higher levels, configuration management systems
may be automated, with flaw remediation, change controls, and other tracking
mechanisms.

all configuration mnagement documentation including configuration life cycle
mnagement output, configuration mnagement list (configuration list),

configuration mnagement system records,configuration mnagement plan
andconfiguration mnagement usage documentation
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ID_no
3.39

3.46

ID_conc
11.

Term
configuration list

configuration
management system
record

Current definition

configuration management output document listing all configuration items for
a specific product together with the exact version of each configuration
management item relevant for a specific version of the complete product

Note 1 to entry: This list allows distinguishing the items belonging to the
evaluated version of the product from other versions of these items belonging
to other versions of the product. The final configuration management list is a
specific document for a specific version of a specific product. (Of course, the
list can be an electronic document inside of a configuration management tool.
In that case, it can be seen as a specific view into the system or a part of the
system rather than an output of the system. However, for the practical use in
an evaluation the configuration list will probably be delivered as a part of the
evaluation documentation.) The configuration list defines the items that are
under the configuration management requirements of ALC_CMC.

output produced during the operation of the configuration management
system documenting important configuration management activities

Note 1 to entry: Examples of configuration management system records are
configuration management item change control forms or configuration
management item access approval forms.
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ID_no ID_conc Term

3.44 13. configuration
management plan

3.43 14. configuration
management output

3.47 15. configuration

management tool

Current definition
description of how the configuration management system is used for the TOE

Concept
life cycle

Note 1 to entry: The objective of issuing a configuration management plan is
that staff members can see clearly what they have to do. From the point of
view of the overall configuration management system this can be seen as an
output document (because it may be produced as part of the application of the
configuration management system). From the point of view of the concrete
project it is a usage document because members of the project team use it in
order to understand the steps that they have to perform during the project.
The configuration management plan defines the usage of the system for the
specific product; the same system may be used to a different extent for other
products. That means the configuration management plan defines and
describes the output of the configuration management system of a company
which is used during the TOE development.

results, related to configuration management, produced or enforced by the
configuration management system

life cycle

Note 1 to entry: These configuration management related results could occur
as documents (for example filled paper forms, configuration management
system records, logging data, hard-copies and electronic output data) as well
as actions (for example manual measures to fulfil configuration management
instructions). Examples of such configuration management outputs are
configuration lists, configuration management plans and/or behaviours during
the product life-cycle.

manually operated or automated tool realising or supporting a configuration
management system
EXAMPLE Tools for the version management of the parts of the TOE.

life cycle

27



ID_no
3.42

3.48

3.129

3.53

3.128

ID_conc
16.

17.

18.

19.

20.

Term
configuration
management
evidence

configuration
management usage
documentation

production

delivery

preparation

Current definition
everything that may be used to establish confidence in the correct operation of
the (@Y system

EXAMPLE configuration mnagement output, rationales provided by the
developer, observations, experiments or interviews made by the evaluator
during a site visit

part of the configuration management system, which describes, how the
configuration management system is defined and applied by using for example
handbooks, regulations and/or documentation of tools and procedures

life-cycle phase which follows the development phase and consists of
transforming the implementation representation into the implementation of
the TOE, i.e. into a state acceptable for delivery to the customer

Note 1 to entry: This phase may comprise manufacturing, integration,
generation, internal transports, storage, and labelling of the TOE.

transmission of the finished TOE from the production environment into the
hands of the customer

Note 1 to entry: This product life-cycle phase may include packaging and
storage at the development site, but does not include transportations of the
unfinished TOE or parts of the TOE between different developers or different
development sites.

activity in the life-cycle phase of a product, comprising the customer's
acceptance of the delivered TOE and its installation which may include such
things as booting, initialisation, start-up and progressing the TOE to a state
ready for operation
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ID_no ID_conc Term

3.98 21. installation

3.120 22. operation

3.2 23. acceptance
procedure

Current definition

procedure performed by a human user embedding the TOE in its operational
environment and putting it into an operational state

Note 1 to entry: This operation is performed normally only once, after receipt
and acceptance of the TOE. The TOE is expected to be progressed to a
configuration allowed by the ST. If similar processes have to be performed by
the developer they are denoted as “generation” throughout ALC: Life-cycle
support. If the TOE requires an initial start-up that does not need to be
repeated regularly, this process would be classified as installation.

usage phase of the TOE including “normal usage”, administration and
maintenance of the TOE after delivery and preparationusage phase of the TOE
including “normal usage”, administration and maintenance of the TOE after
delivery and preparation

procedure followed in order to accept newly created or modified configuration
items as part of the TOE, or to move them to the next step of the life-cycle
Note 1 to entry: These procedures identify the roles or individuals responsible
for the acceptance and the criteria to be applied in order to decide on the
acceptance.

There are several types of acceptance situations some of which may overlap:
a) acceptance of an item into the configuration management system for the
first time, in particular inclusion of software, firmware and hardware
components from other manufacturers into the TOE (“integration”);

b) progression of configuration items to the next life-cycle phase at each stage
of the construction of the TOE (e.g. module, subsystem, quality control of the
finished TOE);

c) subsequent to transports of configuration items (for example parts of the
TOE or preliminary products) between different development sites;

d) subsequent to the delivery of the TOE to the consumer;

e) subsequent to the integration of the TOE.
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Vulnerability analysis
N potential vulnerability ‘|- —|: encountered potential vulnerability :I

| vulnerability )

- residual vulneranility |
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ID_no
3.176
3.127

3.69

3.137

3.86

3.12

3.159

3.177

ID_conc
1.
2.

Term
vulnerability
potential vulnerability

encountered potential
vulnerability

residual vulnerability

exploitable vulnerability

attack potential

time to exposure

window of opportunity

~| time to exposure |

h 1 exploitable vulnerability :I- - attack potential | .

© - window of opportunity |

Current definition

weakness in the TOE that can be used to violate the SFRs in some environment
suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the
SFRs.

potential weakness in the TOE identified by the evaluator while performing
evaluation activities that could be used to violate the SFRs

weakness that cannot be exploited in the operational environment for the TOE,
but that could be used to violate the SFRs by an attacker with greater attack
potential than is anticipated in the operational environment for the TOE
weakness in the TOE that can be used to violate the SFRs in the operational
environment for the TOE

measure of the effort needed to exploit a vulnerability in a TOE

Note 1 to entry: The effort is expressed as a function of properties related to the
attacker (for example, expertise, resources, and motivation) and properties related to
the vulnerability itself (for example, window of opportunity, time to exposure).

time interval when an element is participating in an IT system and could be
attacked

period of time that an attacker has access to the TOE
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Composite evaluation
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Fig. 10 Concept map for 'composite evaluation'

ID_no
3.x

3.16

3.18
3.19

3.20
3.21
3.28
3.30

ID_conc Term

1.

e

© N U

base component

base TOE developer
base TOE evaluation
authority

base TOE evaluator
base TOE
component TOE
composed TOE

application developer

Current definition
entity developing an application running on the platform of a Composite TOE

entity in a composed TOE, which has itself been the subject of an evaluation,
providing services and resources to a dependent component

entity developing the base TOE or sponsoring a base TOE evaluation
evaluation authority performing its tasks to evaluated the platform base TOE

entity performing the base TOE evaluation

TOE comprising the independent component(s) of a layered composite TOE
successfully evaluated TOE that is part of another composed TOE

TOE comprised solely of two or more components that have been successfully
evaluated
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ID_no
331

3.32

3.33

3.34

3.35

3.36

3.37

3.57

ID_conc
9.

10.

11.

12.

13.

14.

15.

16.

Term

. luati
compesiteproduct

composite TOE

dependent component

Current definition

iens inctalling ¢ hel :

TOE composed of a superposition of two layers

entity in a composed TOE, which is itself the subject of an evaluation, relying

on the provision on services by a base component
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ID_no ID_conc Term Current definition Concept
3.58 17. dependent TOE entity in a composed TOE which is itself the subject of an evaluation, relyingon composition
the provision on services by one or more base components
Note 1 to entry: applies only to the “composed” evaluation approach (not to
the composite approach).

3.59 18. dependent TOE developer  entity developing the dependent component running on the base TOE composition
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3.23 1. Class
3.89 2. Family

<taxonomy>set of ISO/IEC 15408 families that share a common focus

<taxonomy> set of components that share a similar goal but differ in emphasis
or rigour
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ID_no
3.27

3.56

3.118
3.8
3.106
3.135
3.148
3.68
3.92

3.11

3.29

3.13

ID_conc Term

3.

10.

11.

12.

13.

14.

component

dependancy

Operation
assignment
Iteration
refinement
Selection

Element
functional package

assurance package

composed assurance
package, CAP

Augmentation

Current definition

<taxonomy> smallest selectable set of elements on which requirements may
be based

relationship between components such that a PP, ST or package including a
component shall also include any other components that are identified as
being depended upon or include a rationale as to why they are not

(on an ISO/IEC 15408 component) modification or repetition of a component
by assignment, iteration, refinement, or selection

specification of an identified parameter in a functional element component of
a given functional or assurance component
Note 1 to entry: Such functional element is also called a requirement.

use of the same component to express two or more distinct requirements
addition of details to a component
specification of one or more items from a list in a component

<taxonomy> most detailed level of definition of a security need as defined in
SFRs and SARs

named set of security functional requirements that be accompanied by an
SPD and security objectives derived from that SPD

named set of security assurance requirements

EXAMPLE “EAL 3”.

assurance package consisting of components drawn predominately from the
ACO class, representing a point on the pre-defined scale for composition
assurance

addition of one or more requirements to a package

Note 1 to entry: in case of a functional package such augmentation is
considered only in the context of one package, and is not considered in the
context with other packages or PPs.

Note 2 to entry: in case of an assurance package augmentation refers to one or
more SAR.
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3.90 15. Formal expressed in a restricted syntax language with defined semantics based on
well-established mathematical concepts

3.150 16. Semiformal expressed in a restricted syntax language with defined semantics
3.97 17. Informal expressed in natural language
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Terms not assigned to any concept
The rest of terms not assigned to any concept for a time being is presented below. These recommended to remove are accompanied by the expert

justification.

ID_no Term

3.10

3.14
3.24

3.25

3.26

3.52

3.67

assurance level, AL.

authentication data
coherent

compatible

complete

covert channel

domain separation
security domain
separation

Current definition

set of assurance requirements drawn from CC Part 3,
representing the assurance activities necessary to
determine the perceived threats to assets are
sufficiently mitigated by the TOE

information used to verify the claimed identity of a user
logically ordered and having discernible meaning

Note 1 to entry: For documentation, this term addresses
both the actual text and the structure of the document,
in terms of whether it is understandable by its target
audience.

<component> property of a component able to provide
the services required by the other component, through
the corresponding interfaces of each component, in
consistent operational environments

property where all necessary parts of an entity have
been provided

Note 1 to entry: In terms of documentation, this means
that all relevant information is covered in the
documentation, at such a level of detail that no further
explanation is required at that level of abstraction.
enforced, illicit signalling channel that allows a user to
surreptitiously contravene the multi-level separation
policy and unobservability requirements of the TOE
security architecture property whereby the TSF defines
separate security domains for each user and for the TSF
and ensures that no user process can affect the
contents of a security domain of another user or of the
TSF
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recommended we ave evaluation assurance level
to remove which is the same (having in mind

the context (evaluation)

not assigned yet
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to remove
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ID_no Term

3.91

3.95

3.100

3.101

3.104

functional interface

identity

interaction
interface

internally consistent

Current definition

external interface providing a user with access to
functionality of the TOE which is not directly involved in
enforcing security functional requirements

Note 1 to entry: In a composed TOE these are the
interfaces provided by the base component that are
required by the dependent component to support the
operation of the composed TOE.

representation uniquely identifying an entity within the
context of the TOE

EXAMPLE An example of such a representation is a
string.

Note 1 to entry: entities can be diverse such as a user,
process, or disk. For a human user, the representation
could be the full or abbreviated name or a unique
pseudonym.

Note 2 to entry: An entity can have more than one
identity.

general communication-based activity between entities

means of communication with an entity

no apparent contradictions exist between any aspects
of an entity

Note 1 to entry: In terms of documentation, this means
that there can be no statements within the
documentation that can be taken to contradict each
other.
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not assigned yet

recommended
to remove
recommended
to remove
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to remove

Justification

common (OED) meaning
common (OED) meaning

since the beginning :-)



ID_no Term

3.109

3.111

3.112

3.114

3.115

3.125

3.126

3.142

3.151

3.163

layering

life-cycle definition
evaluation

methodology
monitoring attacks

non-bypassability

package

policy

security domain

SPD-element

trace

Current definition

design technique where separate groups of modules
(the layers) are hierarchically organised to have
separate responsibilities such that one layer depends
only on layers below it in the hierarchy for services, and
provides its services only to the layers above it

Note 1 to entry: Strict layering adds the constraint that
each layer receives services only from the layer
immediately beneath it, and provides services only to
the layer immediately above it.

definition of the life-cycle model

system of principles, procedures and processes applied
to IT security evaluations

generic category of attack methods that includes
passive analysis techniques aiming at disclosure of
sensitive internal data of the TOE by operating the TOE
in the way that corresponds to the guidance documents
(of the TSF) security architecture property whereby all
SFR-related actions are mediated by the TSF

named set of either security assurance requirements or
security functional requirements possibly including an
SPD and security objectives derived from that SPD

set of rules, procedures, and guidelines

environment provided by the TSF for the use by
untrusted entities in such a way that the environment is
isolated and protected from other environments
threat, organizational security policy, or assumption

perform an informal correspondence analysis between
two entities with only a minimal level of rigour
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Concept
not assigned yet

recommended
to remove

recommended
to remove

recommended
to remove

not assigned yet

recommended
to remove

recommended
to remove

not assigned yet

recommended
to remove
recommended
to remove

Justification

no value added
is the same as 'evaluation method'

only one example of possible
attack methods. Consider to
remove?

according to the Editors Note
accompaying this term

no value added (should be
explained in the text)

how to distinguish from the second
'trace' <evaluation verb>?



ID_no Term
3.166 translation

3.172 TSF self-protection

Current definition

describes the process of describing security
requirements in a standardised language.

Note 1 to entry: Use of the term translation in this
context is not literal and does not imply that every SFR
expressed in standardised language can also be
translated back to the security objectives.

Note 1 to entry: Use of the term translation in this
context is not literal and does not imply that every SFR
expressed in standardized language can also be
translated back to the Security Objectives.

security architecture property whereby the TSF cannot
be corrupted by non-TSF code or entities
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Justification

term not properly defined (object -
what - with its characteristics - in
what way it distinguishes from the
others)



