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READ	ME	FIRST	74	

Editor’s	general	notes	for	this	draft.	75	

Some	editorial	changes	have	also	been	introduced	in	order	to	comply	with	the	ISO/IEC	Directives	76	
part	2:2018	77	

The	editors	are	aware	that	the	figures	are	of	low	quality.	In	the	final	documents	high	quality	images	78	
will	be	used.	The	Editors	hope	that	they	are	legible	in	this	draft.	79	

The	Editor	thanks	the	WG	3	contributors	for	their	contributions	and	support	during	the	editing	80	
cycle.	81	

	 	82	
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Foreword	83	

ISO	(the	International	Organization	for	Standardization)	and	IEC	(the	International	84	
Electrotechnical	Commission)	form	the	specialized	system	for	worldwide	standardization.	85	
National	bodies	that	are	members	of	ISO	or	IEC	participate	in	the	development	of	International	86	
Standards	through	technical	committees	established	by	the	respective	organization	to	deal	with	87	
particular	fields	of	technical	activity.	ISO	and	IEC	technical	committees	collaborate	in	fields	of	88	
mutual	interest.	Other	international	organizations,	governmental	and	non-governmental,	in	89	
liaison	with	ISO	and	IEC,	also	take	part	in	the	work.	In	the	field	of	information	technology,	ISO	and	90	
IEC	have	established	a	joint	technical	committee,	ISO/IEC	JTC	1.	91	

The	procedures	used	to	develop	this	document	and	those	intended	for	its	further	maintenance	92	
are	described	in	the	ISO/IEC	Directives,	Part	1.	In	particular,	the	different	approval	criteria	93	
needed	for	the	different	types	of	document	should	be	noted.	This	document	was	drafted	in	94	
accordance	with	the	editorial	rules	of	the	ISO/IEC	Directives,	Part	2	(see	95	
www	.iso	.org/directives).	96	

Attention	is	drawn	to	the	possibility	that	some	of	the	elements	of	this	document	may	be	the	97	
subject	of	patent	rights.	ISO	and	IEC	shall	not	be	held	responsible	for	identifying	any	or	all	such	98	
patent	rights.	Details	of	any	patent	rights	identified	during	the	development	of	the	document	will	99	
be	in	the	Introduction	and/or	on	the	ISO	list	of	patent	declarations	received	(see	100	
www	.iso	.org/patents).	101	

Any	trade	name	used	in	this	document	is	information	given	for	the	convenience	of	users	and	does	102	
not	constitute	an	endorsement.	103	

For	an	explanation	of	the	voluntary	nature	of	standards,	the	meaning	of	ISO	specific	terms	and	104	
expressions	related	to	conformity	assessment,	as	well	as	information	about	ISO's	adherence	to	105	
the	World	Trade	Organization	(WTO)	principles	in	the	Technical	Barriers	to	Trade	(TBT)	see	106	
www	.iso	.org/iso/foreword	.html.	107	

This	document	was	prepared	by	Technical	Committee	ISO/IEC	JTC	1,	Information	technology,	108	
Subcommittee	SC	27,	IT	Security	techniques.	109	

A	list	of	all	parts	in	the	ISO/IEC	15408	series	can	be	found	on	the	ISO	website.	110	

Any	feedback	or	questions	on	this	document	should	be	directed	to	the	user’s	national	standards	111	
body.	A	complete	listing	of	these	bodies	can	be	found	at	www	.iso	.org/members	.html.	112	

This	is	the	first	edition	of	ISO/IEC	15408-5.	113	

A	list	of	all	parts	in	the	ISO/IEC	15408	series	can	be	found	on	the	ISO	website. 114	
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Introduction	115	

This	 document	 provides	 pre-defined	 packages	 of	 security	 requirements.	 Such	 security	116	
requirements	may	be	useful	for	stakeholders	as	they	strive	for	conformity	between	evaluations.	117	
Packages	of	security	requirements	may	also	help	reduce	the	effort	in	developing	PPs	and	STs.	118	

Part	1	of	ISO/IEC	15408	defines	the	term	“package”	and	describes	the	fundamental	concepts.	119	

This	document	presents:		120	

• evaluation	assurance	level	(EAL)	family	of	packages	that	specify	pre-defined	sets	of	security	121	
assurance	 components	 that	 may	 be	 referenced	 in	 PPs	 and	 STs	 and	 which	 specify	122	
appropriate	security	assurances	to	be	provided	during	an	evaluation	of	a	TOE.	123	

• composition	 assurance	 (CAP)	 family	 of	 packages	 that	 specify	 sets	 of	 security	 assurance	124	
components	used	for	specifying	appropriate	security	assurances	to	be	provided	during	an	125	
evaluation	of	composed	TOEs.	126	

• composite	product	(COMP)	package	that	specifies	a	set	of	security	assurance	components	127	
used	for	specifying	appropriate	security	assurances	to	be	provided	during	an	evaluation	of	128	
a	composite	product	TOEs.	129	

• Protection	Profile	Assurance	(PPA)	family	of	packages	that	specify	sets	of	security	assurance	130	
components	used	for	specifying	appropriate	security	assurances	to	be	provided	during	a	131	
protection	profile	evaluation.	132	

• Security	Target	Assurance	(STA)	family	of	packages	that	specify	sets	of	security	assurance	133	
components	used	for	specifying	appropriate	security	assurances	to	be	provided	during	a	134	
Security	Target	evaluation.	135	

The	 audience	 for	 this	 document	 includes	 consumers,	 developers,	 and	 evaluators	 of	 secure	 IT	136	
products.		137	
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IT	security	techniques	—	Evaluation	criteria	for	IT	security	—	138	
Part	5:	Pre-defined	packages	of	security	requirements	139	

1 Scope	140	

This	document	provides	packages	of	security	assurance	and	security	functional	requirements	that	141	
have	been	identified	as	useful	in	support	of	common	usage	by	stakeholders.	142	

EXAMPLE		143	
Examples	of	provided	packages	include	the	evaluation	assurance	levels	(EAL)	and	the	composed	assurance	packages	144	
(CAPs).	145	

2 Normative	references	146	

The	following	documents	are	referred	to	in	the	text	in	such	a	way	that	some	or	all	of	their	content	147	
constitutes	requirements	of	this	document.	For	dated	references,	only	the	edition	cited	applies.	For	148	
undated	references,	 the	 latest	edition	of	 the	referenced	document	(including	any	amendments)	149	
applies.	150	

ISO/IEC	15408-1,	IT	security	techniques	—	Evaluation	criteria	for	IT	security	—	Part	1:	Introduction	151	
and	general	requirements	152	

ISO/IEC	15408-2,	 IT	 security	 techniques	—	Evaluation	 criteria	 for	 IT	 security	—	Part	2:	 Security	153	
functional	requirements	154	

ISO/IEC	15408-3,	 IT	 security	 techniques	—	Evaluation	criteria	 for	 IT	security	—	Part	3:	Security	155	
assurance	components	156	

ISO/IEC	18045,	IT	security	techniques	—	Methodology	for	IT	security	evaluation	157	

3 Terms	and	Definitions	158	

For	the	purposes	of	this	document,	the	terms	and	definitions	given	in	ISO/IEC	15408-1	and	the	159	
following	apply.	160	

ISO	 and	 IEC	 maintain	 terminological	 databases	 for	 use	 in	 standardization	 at	 the	 following	161	
addresses:	162	

• IEC	Electropedia:	available	at	http://www.electropedia.org/	163	

• ISO	Online	browsing	platform:	available	at	http://www.iso.org/obp	164	

165	



ISO/IEC	CD2	15408-5	

2	 ©	ISO	2018	–	All	rights	reserved	

4 Evaluation	Assurance	Levels	166	

4.1 Family	Name	167	

The	name	of	this	family	of	packages	is	Evaluation	Assurance	Levels	(EAL).	168	

4.2 Evaluation	assurance	level	(EAL)	overview	169	

The	 Evaluation	 Assurance	 Levels	 (EALs)	provide	 an	 increasing	 scale	 that	 balances	 the	 level	 of	170	
assurance	obtained	with	 the	 cost	 and	 feasibility	 of	 acquiring	 that	degree	of	 assurance.	 ISO/IEC	171	
15408	approach	identifies	the	separate	concepts	of	assurance	in	a	TOE	at	the	end	of	the	evaluation,	172	
and	of	maintenance	of	that	assurance	during	the	operational	use	of	the	TOE.	173	

It	is	important	to	note	that	not	all	families	and	components	given	in	ISO/IEC	15408-3	are	included	174	
in	 the	EALs.	This	 is	 not	 to	 say	 that	 these	do	not	provide	meaningful	 and	desirable	 assurances.	175	
Instead,	it	is	expected	that	these	families	and	components	will	be	considered	for	augmentation	of	176	
an	EAL	in	those	Protection	Profiles	(PPs)	and	Security	Targets	(STs)	for	which	they	provide	utility.	177	
Additionally,	 some	 classes	 found	 in	 ISO/IEC	 15408-3	 are	 not	 relevant	 for	 the	 EAL	 packages.	178	
Examples	of	such	classes	include	the	APE	and	ACO	classes.	179	

A	set	of	assurance	components	have	been	chosen	for	each	EAL	package.	180	

A	higher	level	of	assurance	than	that	provided	by	a	given	EAL	can	be	achieved	by:	181	

a) including	additional	assurance	components	from	other	assurance	families;	or	182	

b) replacing	an	assurance	component	with	a	higher-level	assurance	component	from	the	same	183	
assurance	family.	184	

4.2.1 Relationship	between	assurances	and	assurance	levels	185	

Figure	1	illustrates	the	relationship	between	the	SARs	found	in	ISO/IEC	15408-3	and	the	assurance	186	
levels	defined	in	this	document.	While	assurance	components	further	decompose	into	assurance	187	
elements,	assurance	elements	cannot	be	individually	referenced	by	assurance	levels.	Note	that	the	188	
arrow	in	the	figure	represents	a	reference	from	an	EAL	to	an	assurance	component	within	the	class	189	
where	it	is	defined.	190	
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	191	

Figure	1	—	Assurance	and	assurance	level	association	192	

Table	1	represents	a	summary	of	the	EAL	packages.	The	columns	represent	a	hierarchically	ordered	193	
set	 of	EALs,	while	 the	 rows	 represent	 assurance	 families.	 Each	number	 in	 the	 resulting	matrix	194	
identifies	a	specific	assurance	component	where	applicable.	195	

	 	196	
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Table	1	—	Evaluation	assurance	level	summary	197	

Assurance	class	 Assurance	
Family	

Assurance	Components	by	Evaluation	Assurance	Level	

EAL1	 EAL2	 EAL3	 EAL4	 EAL5	 EAL6	 EAL7	

Development	 ADV_ARC	 	 1	 1	 1	 1	 1	 1	

ADV_FSP	 1	 2	 3	 4	 5	 5	 6	

ADV_IMP	 	 	 	 1	 1	 2	 2	

ADV_INT	 	 	 	 	 2	 3	 3	

ADV_SPM	 	 	 	 	 	 1	 1	

ADV_TDS	 	 1	 2	 3	 4	 5	 6	

Guidance	documents	 AGD_OPE	 1	 1	 1	 1	 1	 1	 1	

AGD_PRE	 1	 1	 1	 1	 1	 1	 1	

Life-cycle	support	 ALC_CMC	 1	 2	 3	 4	 4	 5	 5	

ALC_CMS	 1	 2	 3	 4	 5	 5	 5	

ALC_DEL	 	 1	 1	 1	 1	 1	 1	

ALC_DVS	 	 	 1	 1	 1	 2	 2	

ALC_FLR	 	

ALC_LCD	 	 	 1	 1	 1	 1	 2	

ALC_TAT	 	 	 	 1	 2	 3	 3	

Security	Target	evaluation	 ASE_CCL	 1	 1	 1	 1	 1	 1	 1	

ASE_ECD	 1	 1	 1	 1	 1	 1	 1	

ASE_INT	 1	 1	 1	 1	 1	 1	 1	

ASE_OBJ	 1	 2	 2	 2	 2	 2	 2	

ASE_REQ	 1	 2	 2	 2	 2	 2	 2	

ASE_SPD	 	 1	 1	 1	 1	 1	 1	

ASE_TSS	 1	 1	 1	 1	 1	 1	 1	

Tests	 ATE_COV	 	 1	 2	 2	 2	 3	 3	

ATE_DPT	 	 	 1	 1	 3	 3	 4	

ATE_FUN	 	 1	 1	 1	 1	 2	 2	

ATE_IND	 1	 2	 2	 2	 2	 2	 3	

Vulnerability	assessment	 AVA_VAN	 1	 2	 2	 3	 4	 5	 5	
	198	

4.3 Evaluation	assurance	level	(EAL)	objectives	199	

As	outlined	 in	 the	next	 subclause,	 seven	hierarchically	 ordered	evaluation	 assurance	 levels	 are	200	
defined	 in	 ISO/IEC	 15408	 for	 the	 rating	 of	 a	 TOE's	 assurance.	 They	 are	 hierarchically	 ordered	201	
inasmuch	as	each	EAL	represents	more	assurance	than	all	lower	EALs.	The	increase	in	assurance	202	
from	EAL	to	EAL	is	accomplished	by	substitution	of	a	hierarchically	higher	assurance	component	203	
from	the	same	assurance	family	(i.e.	increasing	rigour,	scope,	and/or	depth)	and	from	the	addition	204	
of	assurance	components	from	other	assurance	families	(i.e.	adding	new	requirements).	205	
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These	 EALs	 consist	 of	 an	 appropriate	 combination	 of	 assurance	 components	 as	 described	 in	206	
ISO/IEC	 15408-3.	 More	 precisely,	 each	 EAL	 includes	 no	 more	 than	 one	 component	 of	 each	207	
assurance	family	and	all	the	assurance	dependencies	of	every	component	are	addressed.	208	

The	 notion	 of	 “augmentation”	 allows	 the	 addition	 of	 assurance	 components	 (from	 assurance	209	
families	 not	 already	 included	 in	 the	 EAL)	 or	 the	 substitution	 of	 assurance	 components	 (with	210	
another	hierarchically	higher	assurance	component	in	the	same	assurance	family)	to	an	EAL.	Of	the	211	
assurance	constructs	defined	in	ISO/IEC	15408,	only	EALs	may	be	augmented.	The	notion	of	an	212	
“EAL	minus	a	constituent	assurance	component”	is	not	recognized	by	the	standard	as	a	valid	claim.	213	
Augmentation	carries	with	 it	the	obligation	on	the	part	of	 the	claimant	 to	 justify	 the	utility	and	214	
added	value	of	the	added	assurance	component	to	the	EAL.	An	EAL	may	also	be	augmented	with	215	
extended	assurance	requirements.	216	

NOTE	 An	EAL	cannot	be	augmented	if	it	is	included	in	an	ST	that	claims	exact	conformance	to	a	PP.	217	

4.4 Evaluation	assurance	level	packages	218	

The	 following	 subclauses	provide	definitions	 of	 the	 EALs,	 highlighting	differences	 between	 the	219	
specific	requirements	and	the	prose	characterisations	of	those	requirements	using	bold	type.	220	

4.4.1 Evaluation	assurance	level	1	(EAL1)	-	functionally	tested	221	

4.4.1.1 Package	Name	222	

The	name	of	the	package	is:	Evaluation	assurance	level	1	(EAL1)	-	functionally	tested.	223	

4.4.1.2 Package	Type	224	

This	is	an	assurance	Package.	225	

4.4.1.3 Package	overview	226	

EAL1	 is	 applicable	where	 some	 confidence	 in	 correct	 operation	 is	 required,	 but	 the	 threats	 to	227	
security	are	not	viewed	as	serious.	It	will	be	of	value	where	independent	assurance	is	required	to	228	
support	the	contention	that	due	care	has	been	exercised	with	respect	to	the	protection	of	personal	229	
or	similar	information.		230	

EAL1	requires	only	a	limited	security	target.	It	is	sufficient	to	simply	state	the	SFRs	that	the	TOE	231	
must	 meet,	 rather	 than	 deriving	 them	 from	 threats,	 OSPs	 and	 assumptions	 through	 security	232	
objectives.		233	

EAL1	provides	an	evaluation	of	the	TOE	as	made	available	to	the	customer,	including	independent	234	
testing	against	a	specification,	and	an	examination	of	the	guidance	documentation	provided.	It	is	235	
intended	 that	an	EAL1	evaluation	 could	be	 successfully	 conducted	without	 assistance	 from	 the	236	
developer	of	the	TOE,	and	for	minimal	outlay.	237	

An	evaluation	at	this	level	should	provide	evidence	that	the	TOE	functions	in	a	manner	consistent	238	
with	its	documentation.	239	

4.4.1.4 Package	objectives	240	

EAL1	provides	a	basic	level	of	assurance	by	a	limited	security	target	and	an	analysis	of	the	241	
SFRs	in	that	ST	using	a	functional	and	interface	specification	and	guidance	documentation,	242	
to	understand	the	security	behaviour.	243	

The	analysis	is	supported	by	a	search	for	potential	vulnerabilities	in	the	public	domain	and	244	
independent	testing	(functional	and	penetration)	of	the	TSF.	245	
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EAL1	also	provides	assurance	through	unique	identification	of	the	TOE	and	of	the	relevant	246	
evaluation	documents.	247	

This	EAL	provides	a	meaningful	increase	in	assurance	over	unevaluated	IT.	248	

4.4.1.5 Assurance	components	249	

Table	2	gives	the	assurance	components	included	in	EAL	1.	250	

Table	2	—	EAL1	251	

Assurance	Class	 Assurance	components	

ADV:	Development	 ADV_FSP.1	Basic	functional	specification	

AGD:	Guidance	documents	 AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	 ALC_CMC.1	Labelling	of	the	TOE	

ALC_CMS.1	TOE	CM	coverage	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.1	Security	objectives	for	the	operational	environment	

ASE_REQ.1	Stated	security	requirements	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	 ATE_IND.1	Independent	testing	-	conformance	

AVA:	Vulnerability	assessment	 AVA_VAN.1	Vulnerability	survey	
252	
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4.4.2 Evaluation	assurance	level	2	(EAL2)	-	structurally	tested	253	

4.4.2.1 Package	Name	254	

The	name	of	the	package	is:	Evaluation	assurance	level	2	(EAL2)	–structurally	tested.	255	

4.4.2.2 Package	Type	256	

This	is	an	assurance	Package.	257	

4.4.2.3 Package	overview	258	

EAL2	requires	the	co-operation	of	the	developer	in	terms	of	the	delivery	of	design	information	and	259	
test	results	but	should	not	demand	more	effort	on	the	part	of	the	developer	than	is	consistent	with	260	
good	commercial	practice.	As	such	it	should	not	require	a	substantially	increased	investment	of	261	
cost	or	time.	262	

EAL2	is	therefore	applicable	in	those	circumstances	where	developers	or	users	require	a	low	to	263	
moderate	 level	 of	 independently	 assured	 security	 in	 the	 absence	 of	 ready	 availability	 of	 the	264	
complete	development	record.	Such	a	situation	may	arise	when	securing	legacy	systems,	or	where	265	
access	to	the	developer	may	be	limited.	266	

4.4.2.4 Objectives	267	

EAL2	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	268	
functional	and	 interface	 specification,	guidance	documentation	and	a	basic	description	of	 the	269	
architecture	of	the	TOE,	to	understand	the	security	behaviour.	270	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	271	
on	 the	 functional	 specification,	 selective	 independent	 confirmation	of	 the	developer	 test	272	
results,	and	a	vulnerability	analysis	(based	upon	the	functional	specification,	TOE	design,	273	
security	 architecture	 description	 and	 guidance	 evidence	 provided)	 demonstrating	274	
resistance	to	penetration	attackers	with	a	basic	attack	potential.	275	

EAL2	also	provides	assurance	through	use	of	a	configuration	management	system	and	evidence	276	
of	secure	delivery	procedures.	277	

This	 EAL	 represents	a	meaningful	 increase	 in	 assurance	 from	EAL1	 by	 requiring	developer	278	
testing,	 a	 vulnerability	 analysis	 (in	 addition	 to	 the	 search	 of	 the	 public	 domain),	 and	279	
independent	testing	based	upon	more	detailed	TOE	specifications.	280	

4.4.2.5 Assurance	components	281	

Table	3	gives	the	assurance	components	included	in	EAL	2.	282	

Table	3	—	EAL2	283	

Assurance	Class	 Assurance	components	

ADV:	Development	 ADV_ARC.1	Security	architecture	description	

ADV_FSP.2	Security-enforcing	functional	specification	

ADV_TDS.1	Basic	design	

AGD:	Guidance	documents	 AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	 ALC_CMC.2	Use	of	a	CM	system	
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Assurance	Class	 Assurance	components	

ALC_CMS.2	Parts	of	the	TOE	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	 ATE_COV.1	Evidence	of	coverage	

ATE_FUN.1	Functional	testing	

ATE_IND.2	Independent	testing	-	sample	

AVA:	Vulnerability	assessment	 AVA_VAN.2	Vulnerability	analysis	
	284	

4.4.3 Evaluation	assurance	level	3	(EAL3)	-	methodically	tested	and	checked	285	

4.4.3.1 Package	Name	286	

The	name	of	the	package	is:	Evaluation	assurance	level	3	(EAL3)	–methodically	tested	and	checked.	287	

4.4.3.2 Package	Type	288	

This	is	an	assurance	Package.	289	

4.4.3.3 Package	overview	290	

EAL3	 permits	 a	 conscientious	 developer	 to	 gain	 maximum	 assurance	 from	 positive	 security	291	
engineering	 at	 the	 design	 stage	 without	 substantial	 alteration	 of	 existing	 sound	 development	292	
practices.	293	

EAL3	is	applicable	in	those	circumstances	where	developers	or	users	require	a	moderate	level	of	294	
independently	 assured	 security	 and	 require	 a	 thorough	 investigation	 of	 the	 TOE	 and	 its	295	
development	without	substantial	re-engineering.	296	

4.4.3.4 Objectives	297	

EAL3	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	298	
functional	and	interface	specification,	guidance	documentation,	and	an	architectural	description	299	
of	the	design	of	the	TOE,	to	understand	the	security	behaviour.	300	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	301	
on	 the	 functional	 specification	and	 TOE	 design,	 selective	 independent	 confirmation	 of	 the	302	
developer	test	results,	and	a	vulnerability	analysis	(based	upon	the	functional	specification,	TOE	303	
design,	 security	 architecture	 description	 and	 guidance	 evidence	 provided)	 demonstrating	304	
resistance	to	penetration	attackers	with	a	basic	attack	potential.	305	

EAL3	 also	 provides	 assurance	 through	the	 use	 of	development	 environment	 controls,	 TOE	306	
configuration	management,	and	evidence	of	secure	delivery	procedures.	307	
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This	EAL	represents	a	meaningful	increase	in	assurance	from	EAL2	by	requiring	more	complete	308	
testing	 coverage	 of	 the	security	 functionality	 and	mechanisms	 and/or	 procedures	 that	309	
provide	some	confidence	that	the	TOE	will	not	be	tampered	with	during	development.	310	

4.4.3.5 Assurance	components	311	

Table	4	gives	the	assurance	components	included	in	EAL	3.	312	

Table	4	—	EAL3	313	

Assurance	Class	 Assurance	components	

ADV:	Development	

ADV_ARC.1	Security	architecture	description	

ADV_FSP.3	Functional	specification	with	complete	summary	

ADV_TDS.2	Architectural	design	

AGD:	Guidance	documents	
AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	

ALC_CMC.3	Authorisation	controls	

ALC_CMS.3	Implementation	representation	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ALC_DVS.1	Identification	of	security	measures	

ALC_LCD.1	Developer	defined	life-cycle	model	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	

ATE_COV.2	Analysis	of	coverage	

ATE_DPT.1	Testing:	basic	design	

ATE_FUN.1	Functional	testing	

ATE_IND.2	Independent	testing	-	sample	

AVA:	Vulnerability	assessment	 AVA_VAN.2	Vulnerability	analysis	
	314	

4.4.4 Evaluation	assurance	level	4	(EAL4)	-	methodically	designed,	tested	and	reviewed	315	

4.4.4.1 Package	Name	316	

The	name	of	the	package	is:	Evaluation	assurance	level	4	(EAL4)	–methodically	designed,	tested	and	317	
reviewed.	318	

4.4.4.2 Package	Type	319	

This	is	an	assurance	Package.	320	
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4.4.4.3 Package	overview	321	

EAL4	permits	a	developer	to	gain	maximum	assurance	from	positive	security	engineering	based	on	322	
good	 commercial	 development	 practices	 which,	 although	 rigorous,	 do	 not	 require	 substantial	323	
specialist	knowledge,	skills,	and	other	resources.	EAL4	is	the	highest	level	at	which	it	is	likely	to	be	324	
economically	feasible	to	retrofit	to	an	existing	product	line.	325	

EAL4	is	therefore	applicable	in	those	circumstances	where	developers	or	users	require	a	moderate	326	
to	high	level	of	independently	assured	security	in	conventional	commodity	TOEs	and	are	prepared	327	
to	incur	additional	security-specific	engineering	costs.	328	

4.4.4.4 Objectives	329	

EAL4	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	330	
functional	 and	complete	 interface	 specification,	 guidance	 documentation,	a	 description	 of	331	
the	basic	modular	design	of	the	TOE,	and	a	subset	of	the	implementation,	to	understand	the	332	
security	behaviour.	333	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	334	
on	 the	 functional	 specification	 and	 TOE	 design,	 selective	 independent	 confirmation	 of	 the	335	
developer	test	results,	and	a	vulnerability	analysis	(based	upon	the	functional	specification,	TOE	336	
design,	implementation	 representation,	 security	 architecture	 description	 and	 guidance	337	
evidence	provided)	demonstrating	resistance	to	penetration	attackers	with	an	Enhanced-Basic	338	
attack	potential.	339	

EAL4	 also	 provides	 assurance	 through	 the	 use	 of	 development	 environment	 controls	 and	340	
additional	 TOE	 configuration	 management	including	 automation,	 and	 evidence	 of	 secure	341	
delivery	procedures.	342	

This	 EAL	 represents	 a	meaningful	 increase	 in	 assurance	 from	EAL3	 by	 requiring	more	design	343	
description,	 the	 implementation	 representation	 for	 the	 entire	 TSF,	 and	 improved	344	
mechanisms	and/or	procedures	that	provide	confidence	that	the	TOE	will	not	be	tampered	with	345	
during	development.	346	

4.4.4.5 Assurance	components	347	

Table	5	gives	the	assurance	components	included	in	EAL	4.	348	

Table	5	—	EAL4	349	

Assurance	Class	 Assurance	components	

ADV:	Development	

ADV_ARC.1	Security	architecture	description	

ADV_FSP.4	Complete	functional	specification	

ADV_IMP.1	Implementation	representation	of	the	TSF	

ADV_TDS.3	Modular	design	

AGD:	Guidance	documents	
AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	

ALC_CMC.4	Production	support,	acceptance	procedures	and	
automation	

ALC_CMS.4	Problem	tracking	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ALC_DVS.1	Identification	of	security	measures	

ALC_LCD.1	Developer	defined	life-cycle	model	
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Assurance	Class	 Assurance	components	

ALC_TAT.1	Well	defined	developer	tools	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	

ATE_COV.2	Analysis	of	coverage	

ATE_DPT.1	Testing:	basic	design	

ATE_FUN.1	Functional	testing	

ATE_IND.2	Independent	testing	-	sample	

AVA:	Vulnerability	assessment	 AVA_VAN.3	Focused	vulnerability	analysis	
	350	

4.4.5 Evaluation	assurance	level	5	(EAL5)	–	semiformally	verified	designed	and	tested	351	

4.4.5.1 Package	Name	352	

The	name	of	the	package	is:	Evaluation	assurance	level	5	(EAL5)	–semiformally	designed	and	tested.	353	

4.4.5.2 Package	Type	354	

This	is	an	assurance	Package.	355	

4.4.5.3 Package	overview	356	

EAL5	 permits	 a	 developer	 to	 gain	maximum	 assurance	 from	 security	 engineering	 based	 upon	357	
rigorous	 commercial	 development	 practices	 supported	 by	 moderate	 application	 of	 specialist	358	
security	engineering	 techniques.	Such	a	TOE	will	probably	be	designed	and	developed	with	the	359	
intent	of	achieving	EAL5	assurance.	It	is	likely	that	the	additional	costs	attributable	to	the	EAL5	360	
requirements,	relative	to	rigorous	development	without	the	application	of	specialized	techniques,	361	
will	not	be	large.	362	

EAL5	is	therefore	applicable	in	those	circumstances	where	developers	or	users	require	a	high	level	363	
of	independently	assured	security	in	a	planned	development	and	require	a	rigorous	development	364	
approach	 without	 incurring	 unreasonable	 costs	 attributable	 to	 specialist	 security	 engineering	365	
techniques.	366	

4.4.5.4 Objectives	367	

EAL5	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	368	
functional	 and	 complete	 interface	 specification,	 guidance	 documentation,	 a	 description	 of	 the	369	
design	of	the	TOE,	and	the	implementation,	to	understand	the	security	behaviour.	A	modular	TSF	370	
design	is	also	required.	371	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	372	
on	the	functional	specification,	TOE	design,	selective	independent	confirmation	of	the	developer	373	
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test	results,	and	an	independent	vulnerability	analysis	demonstrating	resistance	to	penetration	374	
attackers	with	a	moderate	attack	potential.	375	

EAL5	 also	 provides	 assurance	 through	 the	 use	 of	a	 development	 environment	 controls,	376	
and	comprehensive	TOE	configuration	management	including	automation,	and	evidence	of	secure	377	
delivery	procedures.	378	

This	 EAL	 represents	 a	 meaningful	 increase	 in	 assurance	 from	 EAL4	by	 requiring	 semiformal	379	
design	descriptions,	a	more	structured	(and	hence	analysable)	architecture,	and	 improved	380	
mechanisms	and/or	procedures	that	provide	confidence	that	the	TOE	will	not	be	tampered	with	381	
during	development.	382	

4.4.5.5 Assurance	components	383	

Table	6	gives	the	assurance	components	included	in	EAL	5.	384	

Table	6	—	EAL5	385	

Assurance	Class	 Assurance	components	

ADV:	Development	

ADV_ARC.1	Security	architecture	description	

ADV_FSP.5	Complete	semi-formal	functional	specification	with	
additional	error	information	

ADV_IMP.1	Implementation	representation	of	the	TSF	

ADV_INT.2	Well-structured	internals	

ADV_TDS.4	Semi-formal	modular	design	

AGD:	Guidance	documents	
AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	

ALC_CMC.4	Production	support,	acceptance	procedures	and	
automation	

ALC_CMS.5	Development	tools	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ALC_DVS.1	Identification	of	security	measures	

ALC_LCD.1	Developer	defined	life-cycle	model	

ALC_TAT.2	Compliance	with	implementation	standards	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	

ATE_COV.2	Analysis	of	coverage	

ATE_DPT.3	Testing:	modular	design	

ATE_FUN.1	Functional	testing	

ATE_IND.2	Independent	testing	-	sample	

AVA:	Vulnerability	assessment	 AVA_VAN.4	Methodical	vulnerability	analysis	
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4.4.6 Evaluation	assurance	level	6	(EAL6)	–	verified	design	and	tested	386	

4.4.6.1 Package	Name	387	

The	name	of	the	package	is:	Evaluation	assurance	level	6	(EAL6)	–semiformally	verified	design	and	388	
tested.	389	

4.4.6.2 Package	Type	390	

This	is	an	assurance	Package.	391	

4.4.6.3 Package	overview	392	

EAL6	 permits	 developers	 to	 gain	 high	 assurance	 from	 application	 of	 security	 engineering	393	
techniques	 to	 a	 rigorous	 development	 environment	 in	 order	 to	 produce	 a	 premium	 TOE	 for	394	
protecting	high	value	assets	against	significant	risks.	395	

EAL6	 is	 therefore	 applicable	 to	 the	 development	 of	 security	 TOEs	 for	 application	 in	 high	 risk	396	
situations	where	the	value	of	the	protected	assets	justifies	the	additional	costs.	397	

4.4.6.4 Objectives	398	

EAL6	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	399	
functional	and	complete	interface	specification,	guidance	documentation,	the	design	of	the	TOE,	400	
and	the	implementation	to	understand	the	security	behaviour.	Assurance	is	additionally	gained	401	
through	a	formal	model	of	select	TOE	security	policies	and	a	semiformal	presentation	of	the	402	
functional	 specification	 and	TOE	design.	 A	modular,	layered	 and	 simple	 TSF	design	 is	 also	403	
required.	404	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	405	
on	the	functional	specification,	TOE	design,	selective	independent	confirmation	of	the	developer	406	
test	 results,	and	an	 independent	 vulnerability	 analysis	demonstrating	 resistance	 to	penetration	407	
attackers	with	a	high	attack	potential.	408	

EAL6	also	 provides	 assurance	 through	 the	 use	 of	 a	 structured	development	 process,	409	
development	 environment	 controls,	 and	 comprehensive	 TOE	 configuration	 management	410	
including	complete	automation,	and	evidence	of	secure	delivery	procedures.	411	

This	 EAL	 represents	 a	 meaningful	 increase	 in	 assurance	 from	 EAL5	by	 requiring	 more	412	
comprehensive	 analysis,	a	 structured	 representation	 of	 the	 implementation,	more	413	
architectural	 structure	 (e.g.	 layering),	 more	 comprehensive	 independent	 vulnerability	414	
analysis,	and	improved	configuration	management	and	development	environment	controls.	415	

4.4.6.5 Assurance	components	416	

Table	7	gives	the	assurance	components	included	in	EAL	6.	417	

Table	7	—	EAL6	418	

Assurance	Class	 Assurance	components	

ADV:	Development	

ADV_ARC.1	Security	architecture	description	

ADV_FSP.5	Complete	semi-formal	functional	specification	with	
additional	error	information	

ADV_IMP.2	Complete	mapping	of	the	implementation	
representation	of	the	TSF	
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Assurance	Class	 Assurance	components	

ADV_INT.3	Minimally	complex	internals	

ADV_SPM.1	Formal	TOE	security	model	policy	

ADV_TDS.5	Complete	Semi-formal	modular	design	

AGD:	Guidance	documents	
AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	

ALC_CMC.5	Advanced	support	

ALC_CMS.5	Development	tools	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ALC_DVS.2	Sufficiency	of	security	measures	

ALC_LCD.1	Developer	defined	life-cycle	model	

ALC_TAT.3	Compliance	with	implementation	standards	–	all	
parts	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	

ATE_COV.3	Rigorous	analysis	of	coverage	

ATE_DPT.3	Testing:	modular	design	

ATE_FUN.2	Ordered	functional	testing	

ATE_IND.2	Independent	testing	-	sample	

AVA:	Vulnerability	assessment	 AVA_VAN.5	Advanced	methodical	vulnerability	analysis	
	419	

4.4.7 Evaluation	assurance	level	7	(EAL7)	-	formally	verified	design	and	tested	420	

4.4.7.1 Package	Name	421	

The	name	of	the	package	is:	Evaluation	assurance	level	7	(EAL7)	–formally	verified	design	and	tested.	422	

4.4.7.2 Package	Type	423	

This	is	an	assurance	Package.	424	

4.4.7.3 Package	overview	425	

EAL7	 is	 applicable	 to	 the	 development	 of	 security	 TOEs	 for	 application	 in	 extremely	 high-risk	426	
situations	and/or	where	the	high	value	of	the	assets	justifies	the	higher	costs.	Practical	application	427	
of	EAL7	is	currently	limited	to	TOEs	with	tightly	focused	security	functionality	that	is	amenable	to	428	
extensive	formal	analysis.	429	
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4.4.7.4 Objectives	430	

EAL7	provides	assurance	by	a	full	security	target	and	an	analysis	of	the	SFRs	in	that	ST,	using	a	431	
functional	and	complete	interface	specification,	guidance	documentation,	the	design	of	the	TOE,	432	
and	 a	 structured	 presentation	 of	 the	 implementation	 to	 understand	 the	 security	 behaviour.	433	
Assurance	 is	 additionally	 gained	 through	 a	 formal	model	 of	 select	 TOE	 security	 policies	 and	a	434	
semiformal	presentation	of	the	functional	specification	and	TOE	design.	A	modular,	 layered	and	435	
simple	TSF	design	is	also	required.		436	

The	analysis	is	supported	by	independent	testing	of	the	TSF,	evidence	of	developer	testing	based	437	
on	 the	 functional	 specification,	 TOE	 design	and	 implementation	 representation,	 complete	438	
independent	confirmation	of	the	developer	test	results,	and	an	independent	vulnerability	analysis	439	
demonstrating	resistance	to	penetration	attackers	with	a	high	attack	potential.	440	

EAL7	also	provides	assurance	through	the	use	of	a	structured	development	process,	development	441	
environment	 controls,	 and	 comprehensive	 TOE	 configuration	management	 including	 complete	442	
automation,	and	evidence	of	secure	delivery	procedures.	443	

This	 EAL	 represents	 a	 meaningful	 increase	 in	 assurance	 from	EAL6	 by	 requiring	 more	444	
comprehensive	 analysis	using	 formal	 representations	 and	formal	 correspondence,	 and	445	
comprehensive	testing.	446	

4.4.7.5 Assurance	components	447	

Table	8	gives	the	assurance	components	included	in	EAL	7.	448	

Table	8	—	EAL7	449	

Assurance	Class	 Assurance	components	

ADV:	Development	

ADV_ARC.1	Security	architecture	description	

ADV_FSP.6	Complete	semi-formal	functional	specification	with	
additional	formal	specification	

ADV_IMP.2	Complete	mapping	of	the	implementation	representation	
of	the	TSF	

ADV_INT.3	Minimally	complex	internals	

ADV_SPM.1	Formal	TOE	security	model	policy	

ADV_TDS.6	Complete	Semi-formal	modular	design	with	formal	high-
level	design	presentation	

AGD:	Guidance	documents	
AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	

ALC_CMC.5	Advanced	support	

ALC_CMS.5	Development	tools	CM	coverage	

ALC_DEL.1	Delivery	procedures	

ALC_DVS.2	Sufficiency	of	security	measures	

ALC_LCD.2	Measurable	life-cycle	model	

ALC_TAT.3	Compliance	with	implementation	standards	–	all	parts	

ASE:	Security	Target	
evaluation	

ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	
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Assurance	Class	 Assurance	components	

ASE_OBJ.2	Security	objectives	

ASE_REQ.2	Derived	security	requirements	

ASE_SPD.1	Security	Problem	definition	

ASE_TSS.1	TOE	summary	specification	

ATE:	Tests	

ATE_COV.3	Rigorous	analysis	of	coverage	

ATE_DPT.4	Testing:	implementation	representation	

ATE_FUN.2	Ordered	functional	testing	

ATE_IND.3	Independent	testing	-	complete	

AVA:	Vulnerability	
assessment	 AVA_VAN.5	Advanced	methodical	vulnerability	analysis	

450	
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5 Composed	Assurance	Packages	451	

5.1 Family	Name	452	

The	name	of	this	family	of	packages	is	Composed	Assurance	Packages	(CAP).	453	

5.2 Composed	assurance	package	(CAP)	overview	454	

The	structure	of	the	CAPs	is	similar	to	that	of	the	EALs.	The	main	difference	between	these	two	455	
types	of	package	is	the	type	of	TOE	they	apply	to;	the	EALs	applying	to	component	TOEs	and	the	456	
CAPs	applying	to	composed	TOEs.	457	

Figure	2	illustrates	the	CAPs	and	associated	structure	defined	in	this	document.	Note	that	while	the	458	
figure	shows	the	contents	of	the	assurance	components,	it	is	intended	that	this	information	would	459	
be	included	in	a	CAP	by	reference	to	the	actual	components	defined	in	ISO/IEC	15408.	460	

Some	 dependencies	 identify	 the	 activities	 performed	 during	 the	 evaluation	 of	 the	 dependent	461	
component	on	which	the	composed	TOE	activity	relies.	Where	it	is	not	explicitly	identified	that	the	462	
dependency	is	on	a	dependent	component	activity,	the	dependency	is	to	another	evaluation	activity	463	
of	the	composed	TOE.	464	

A	higher	level	of	assurance	than	that	provided	by	a	given	CAP	can	be	achieved	by:	465	

a)	including	additional	assurance	components	from	other	assurance	families;	or	466	

b)	 replacing	an	assurance	 component	with	 a	higher-level	 assurance	 component	 from	 the	 same	467	
assurance	family.	468	

The	ACO:	Composition	components	included	in	the	CAP	assurance	packages	should	not	be	used	as	469	
augmentations	for	component	TOE	evaluations,	as	this	would	provide	no	meaningful	assurance	for	470	
the	component.	471	

5.2.1 Relationship	between	assurances	and	assurance	levels	472	

Figure	 2	 illustrates	 the	 relationship	 between	 the	 SARs	 and	 the	 composed	 assurance	 packages	473	
defined	 in	 ISO/IEC	 15408.	 While	 assurance	 components	 further	 decompose	 into	 assurance	474	
elements,	assurance	elements	cannot	be	individually	referenced	by	assurance	packages.	Note	that	475	
the	arrow	in	the	figure	represents	a	reference	from	a	CAP	to	an	assurance	component	within	the	476	
class	where	it	is	defined.	477	
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	478	

Figure	2	—	Assurance	and	composed	assurance	package	association	479	

5.3 Composed	assurance	package	(CAP)	objectives	480	

The	Composed	Assurance	Packages	(CAPs)	provide	an	increasing	scale	that	balances	the	level	of	481	
assurance	obtained	with	the	cost	and	feasibility	of	acquiring	that	degree	of	assurance	for	composed	482	
TOEs.	483	

It	is	important	to	note	that	there	are	only	a	small	number	of	families	and	components	from	part	3	484	
of	 ISO/IEC	15408	 included	 in	 the	CAPs.	This	 is	due	 to	 their	nature	of	building	upon	evaluation	485	
results	of	previously	evaluated	entities	(base	components	and	dependent	components),	and	is	not	486	
to	say	that	these	do	not	provide	meaningful	and	desirable	assurances.	487	

CAPs	are	to	be	applied	to	composed	TOEs,	which	are	comprised	of	components	that	have	been	(are	488	
going	through)	component	TOE	evaluation	(see	Annex	B).	The	 individual	components	will	have	489	
been	certified	to	an	EAL	or	another	assurance	package	specified	in	the	ST.	It	is	expected	that	a	basic	490	
level	of	assurance	in	a	composed	TOE	will	be	gained	through	application	of	EAL1,	which	can	be	491	
achieved	with	information	about	the	components	that	is	generally	available	in	the	public	domain.	492	
(EAL1	can	be	applied	as	specified	within	to	both	component	and	composed	TOEs.)	CAPs	provide	493	
an	 alternative	 approach	 to	 obtaining	 higher	 levels	 of	 assurance	 for	 a	 composed	 TOE	 than	494	
application	of	the	EALs	above	EAL1.	495	

While	a	dependent	component	can	be	evaluated	using	a	previously	evaluated	and	certified	base	496	
component	to	satisfy	the	IT	platform	requirements	in	the	environment,	this	does	not	provide	any	497	
formal	 assurance	 of	 the	 interactions	 between	 the	 components	 or	 the	 possible	 introduction	 of	498	
vulnerabilities	 resulting	 from	 the	 composition.	 Composed	 assurance	 packages	 consider	 these	499	
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interactions	and,	at	higher	levels	of	assurance,	ensure	that	the	interface	between	the	components	500	
has	itself	been	the	subject	of	testing.	A	vulnerability	analysis	of	the	composed	TOE	is	also	performed	501	
to	consider	the	possible	introduction	of	vulnerabilities	as	a	result	of	composing	the	components.	502	

Table	9	represents	a	summary	of	the	CAPs.	The	columns	represent	a	hierarchically	ordered	set	of	503	
CAPs,	while	the	rows	represent	assurance	families.	Each	number	in	the	resulting	matrix	identifies	504	
a	specific	assurance	component	where	applicable.	505	

As	outlined	in	the	next	subclause,	three	hierarchically	ordered	composed	assurance	packages	are	506	
defined	in	ISO/IEC	15408	for	the	rating	of	a	composed	TOE's	assurance.	They	are	hierarchically	507	
ordered	 inasmuch	as	each	CAP	represents	more	assurance	 than	all	 lower	CAPs.	The	 increase	 in	508	
assurance	from	CAP	to	CAP	is	accomplished	by	substitution	of	a	hierarchically	higher	assurance	509	
component	from	the	same	assurance	family	(i.e.	increasing	rigour,	scope,	and/or	depth)	and	from	510	
the	 addition	 of	 assurance	 components	 from	 other	 assurance	 families	 (i.e.	 adding	 new	511	
requirements).	These	increases	result	in	greater	analysis	of	the	composition	to	identify	the	impact	512	
on	the	evaluation	results	gained	for	the	individual	component	TOEs.	513	

These	CAPs	consist	of	an	appropriate	combination	of	assurance	components	as	described	in	Clause	514	
6	of	ISO/IEC	15408-3:20XX.	More	precisely,	each	CAP	includes	no	more	than	one	component	of	515	
each	assurance	family	and	all	assurance	dependencies	of	every	component	are	addressed.	516	

The	CAPs	only	consider	resistance	against	an	attacker	with	an	attack	potential	up	to	Enhanced-517	
Basic.	This	is	due	to	the	level	of	design	information	that	can	be	provided	through	the	ACO_DEV,	518	
limiting	some	of	the	factors	associated	with	attack	potential	(knowledge	of	the	composed	TOE)	and	519	
subsequently	affecting	the	rigour	of	vulnerability	analysis	that	can	be	performed	by	the	evaluator.	520	
Therefore,	the	level	of	assurance	in	the	composed	TOE	is	limited,	although	the	assurance	in	the	521	
individual	components	within	the	composed	TOE	may	be	much	higher.	522	

Table	9	shows	a	summary	of	the	composed	assurance	packages.	523	

Table	9	—	Composition	assurance	level	summary	524	

Assurance	class	 Assurance	
Family	

Assurance	Components	by	
Composition	Assurance	Package	

CAP-A	 CAP-B	 CAP-C	

Composition	 ACO_COR	 1	 1	 1	

ACO_CTT	 1	 2	 2	

ACO_DEV	 1	 2	 3	

ACO_REL	 1	 1	 2	

ACO_VUL	 1	 2	 3	

Guidance	documents	 AGD_OPE	 1	 1	 1	

AGD_PRE	 1	 1	 1	

Life-cycle	support	 ALC_CMC	 1	 1	 1	

ALC_CMS	 2	 2	 2	

Security	Target	evaluation	 ASE_CCL	 1	 1	 1	

ASE_ECD	 1	 1	 1	

ASE_INT	 1	 1	 1	

ASE_OBJ	 1	 2	 2	

ASE_REQ	 1	 2	 2	
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ASE_SPD	 	 1	 1	

ASE_TSS	 1	 1	 1	

5.4 Packages	in	the	CAP	family	525	

5.4.1 Composition	assurance	level	A	(CAP-A)	-	Structurally	composed	526	

5.4.1.1 Package	Name	527	

The	name	of	the	package	is:	Composition	assurance	level	A	(CAP-A)	–Structurally	composed.	528	

5.4.1.2 Package	Type	529	

This	is	an	assurance	Package.	530	

5.4.1.3 Package	overview	531	

CAP-A	 is	applicable	when	a	 composed	TOE	 is	 integrated	and	 confidence	 in	 the	 correct	 security	532	
operation	of	the	resulting	composite	is	required.	This	requires	the	cooperation	of	the	developer	of	533	
the	dependent	 component	 in	 terms	of	delivery	of	 design	 information	and	 test	 results	 from	 the	534	
dependent	 component	 certification,	without	 requiring	 the	 involvement	 of	 the	 base	 component	535	
developer.	536	

CAP-A	is	therefore	applicable	in	those	circumstances	where	developers	or	users	require	a	low	to	537	
moderate	 level	 of	 independently	 assured	 security	 in	 the	 absence	 of	 ready	 availability	 of	 the	538	
complete	development	record.	539	

5.4.1.4 Objectives	540	

CAP-A	provides	assurance	by	analysis	of	a	security	target	for	the	composed	TOE.	The	SFRs	541	
in	 the	 composed	 TOE	 ST	 are	 analysed	 using	 the	 outputs	 from	 the	 evaluations	 of	 the	542	
component	TOEs	(e.g.	ST,	guidance	documentation)	and	a	specification	 for	 the	 interfaces	543	
between	the	component	TOEs	in	the	composed	TOE	to	understand	the	security	behaviour.	544	

The	analysis	is	supported	by	independent	testing	of	the	interfaces	of	the	base	component	545	
that	are	relied	upon	by	the	dependent	component,	as	described	in	the	reliance	information,	546	
evidence	of	developer	testing	based	on	the	reliance	information,	development	information	547	
and	composition	rationale,	and	selective	 independent	confirmation	of	 the	developer	test	548	
results.	The	analysis	is	also	supported	by	a	vulnerability	review	of	the	composed	TOE	by	the	549	
evaluator.	550	

CAP-A	also	provides	assurance	through	unique	identification	of	the	composed	TOE	(i.e.	IT	551	
TOE	and	guidance	documentation).	552	

5.4.1.5 	Assurance	components	553	

Table	10	gives	the	assurance	components	included	in	CAP-A.	554	

Table	10	—	CAP-A	555	

Assurance	Class	 Assurance	components	

ACO:	Composition	 ACO_COR.1	Composition	rationale	

ACO_CTT.1	Interface	testing	

ACO_DEV.1	Functional	description	

ACO_REL.1	Basic	reliance	information	

ACO_VUL.1	Composition	vulnerability	review	
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Assurance	Class	 Assurance	components	

AGD:	Guidance	documents	 AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	 ALC_CMC.1	Labelling	of	the	TOE	

ALC_CMS.1	TOE	CM	coverage	

ASE:	Security	Target	evaluation	 ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.1	Security	objectives	for	the	operational	
environment	

ASE_REQ.1	Stated	security	requirements	

ASE_TSS.1	TOE	summary	specification	
	556	

5.4.2 Composition	assurance	level	B	(CAP-B)	-	Methodically	composed	557	

5.4.2.1 Package	Name	558	

The	name	of	the	package	is:	Composition	assurance	level	B	(CAP-B)	–Methodically	composed.	559	

5.4.2.2 Package	Type	560	

This	is	an	assurance	Package.	561	

5.4.2.3 Package	overview	562	

CAP-B	permits	a	conscientious	developer	 to	gain	maximum	assurance	 from	understanding,	at	a	563	
subsystem	level,	the	effects	of	interactions	between	component	TOEs	integrated	in	the	composed	564	
TOE,	whilst	minimising	the	demand	of	involvement	of	the	base	component	developer.	565	

CAP-B	is	applicable	in	those	circumstances	where	developers	or	users	require	a	moderate	level	of	566	
independently	assured	security,	and	require	a	thorough	investigation	of	the	composed	TOE	and	its	567	
development	without	substantial	re-engineering.	568	

5.4.2.4 Objectives	569	

CAP-B	provides	assurance	by	analysis	of	a	full	security	target	for	the	composed	TOE.	The	SFRs	in	570	
the	composed	TOE	ST	are	analysed	using	the	outputs	from	the	evaluations	of	the	component	TOEs	571	
(e.g.	 ST,	 guidance	 documentation),	 a	 specification	 for	 the	 interfaces	 between	 the	 component	572	
TOEs	and	 the	 TOE	 design	 (describing	 TSF	 subsystems)	 contained	 in	 the	573	
composed	development	information	to	understand	the	security	behaviour.	574	

The	analysis	is	supported	by	independent	testing	of	the	interfaces	of	the	base	component	that	are	575	
relied	 upon	 by	 the	 dependent	 component,	 as	 described	 in	 the	 reliance	 information	(now	 also	576	
including	 TOE	 design),	 evidence	 of	 developer	 testing	 based	 on	 the	 reliance	 information,	577	
development	 information	and	composition	rationale,	and	selective	 independent	confirmation	of	578	
the	 developer	 test	 results.	 The	 analysis	 is	 also	 supported	 by	 a	 vulnerability	analysis	 of	 the	579	
composed	 TOE	 by	 the	 evaluator	demonstrating	 resistance	 to	 attackers	 with	 basic	 attack	580	
potential.	581	

This	 CAP	 represents	 a	meaningful	 increase	 in	 assurance	 from	 CAP-A	by	 requiring	more	582	
complete	testing	coverage	of	the	security	functionality.	583	
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5.4.2.5 	Assurance	components	584	

Table	11	gives	the	assurance	components	included	in	CAP-B.	585	

Table	11	—	CAP-B	586	

Assurance	Class	 Assurance	components	

ACO:	Composition	 ACO_COR.1	Composition	rationale	

ACO_CTT.2	Rigorous	interface	testing	

ACO_DEV.2	Basic	evidence	of	design	

ACO_REL.1	Basic	reliance	information	

ACO_VUL.2	Composition	vulnerability	analysis	

AGD:	Guidance	documents	 AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	 ALC_CMC.1	Labelling	of	the	TOE	

ALC_CMS.2	Parts	of	the	TOE	CM	coverage	

ASE:	Security	Target	evaluation	 ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	for	the	operational	environment	

ASE_REQ.2	Stated	security	requirements	

ASE_SPD.1	Security	problem	definition	

ASE_TSS.1	TOE	summary	specification	
	587	

5.4.3 Composition	 assurance	 level	 C	 (CAP-C)	 -	 Methodically	 composed,	 tested	 and	588	
reviewed	589	

5.4.3.1 Package	Name	590	

The	name	of	the	package	is:	Composition	assurance	level	C	(CAP-C)	–Methodically	composed,	tested	591	
and	reviewed.	592	

5.4.3.2 Package	Type	593	

This	is	an	assurance	Package.	594	

5.4.3.3 Package	overview	595	

CAP-C	permits	a	developer	to	gain	maximum	assurance	from	positive	analysis	of	the	interactions	596	
between	the	components	of	the	composed	TOE,	which,	though	rigorous,	do	not	require	full	access	597	
to	all	evaluation	evidence	of	the	base	component.	598	

CAP-C	is	therefore	applicable	in	those	circumstances	where	developers	or	users	require	a	moderate	599	
to	high	level	of	independently	assured	security	in	conventional	commodity	composed	TOEs	and	are	600	
prepared	to	incur	additional	security-specific	engineering	costs.	601	

5.4.3.4 Objectives	602	

CAP-C	provides	assurance	by	analysis	of	a	full	security	target	for	the	composed	TOE.	The	SFRs	in	603	
the	composed	TOE	ST	are	analysed	using	the	outputs	from	the	evaluations	of	the	component	TOEs	604	
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(e.g.	ST,	guidance	documentation),	a	specification	for	the	interfaces	between	the	component	TOEs	605	
and	 the	 TOE	 design	 (describing	 TSF	modules)	 contained	 in	 the	 composed	 development	606	
information	to	understand	the	security	behaviour.	607	

The	analysis	is	supported	by	independent	testing	of	the	interfaces	of	the	base	component	that	are	608	
relied	upon	by	the	dependent	component,	as	described	in	the	reliance	information	(now	including	609	
TOE	 design),	 evidence	 of	 developer	 testing	 based	 on	 the	 reliance	 information,	 development	610	
information	and	composition	rationale,	and	selective	independent	confirmation	of	the	developer	611	
test	results.	The	analysis	is	also	supported	by	a	vulnerability	analysis	of	the	composed	TOE	by	the	612	
evaluator	demonstrating	resistance	to	attackers	with	Enhanced-Basic	attack	potential.	613	

This	CAP	 represents	 a	meaningful	 increase	 in	 assurance	 from	CAP-B	 by	 requiring	more	design	614	
description	and	demonstration	of	resistance	to	a	higher	attack	potential.	615	

5.4.3.5 	Assurance	components	616	

Table	12	gives	the	assurance	components	included	in	CAP-C.	617	

Table	12	—	CAP-C	618	

Assurance	Class	 Assurance	components	

ACO:	Composition	 ACO_COR.1	Composition	rationale	

ACO_CTT.2	Rigorous	interface	testing	

ACO_DEV.3	Detailed	evidence	of	design	

ACO_REL.2	Reliance	information	

ACO_VUL.3	Enhanced-Basic	Composition	vulnerability	
analysis	

AGD:	Guidance	documents	 AGD_OPE.1	Operational	user	guidance	

AGD_PRE.1	Preparative	procedures	

ALC:	Life-cycle	support	 ALC_CMC.1	Labelling	of	the	TOE	

ALC_CMS.2	Parts	of	the	TOE	CM	coverage	

ASE:	Security	Target	evaluation	 ASE_CCL.1	Conformance	claims	

ASE_ECD.1	Extended	components	definition	

ASE_INT.1	ST	introduction	

ASE_OBJ.2	Security	objectives	for	the	operational	
environment	

ASE_REQ.2	Stated	security	requirements	

ASE_SPD.1	Security	problem	definition	

ASE_TSS.1	TOE	summary	specification	
	619	

6 Composite	Product	Package	620	

6.1.1 Composite	Product	(COMP)	621	

6.1.1.1 Package	name	622	

The	name	of	the	package	is	Composite	Product	(COMP).	623	
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6.1.1.2 Package	type	624	

This	package	is	an	assurance	package.	625	

6.1.1.3 Package	overview	626	

COMP	 provides	 assurance	 that	 a	 composite	 product	 TOE	 has	 been	 assembled	 and	 evaluated	627	
according	to	the	relevant	criteria.	628	

6.1.1.4 Objectives	629	

COMP	 is	applicable	when	 composition	 techniques	according	 to	 ISO/IEC	15408-1,	13	have	been	630	
specified.	 	 The	 objective	 is	 to	 ensure	 that	 the	TOE	has	been	 composed	 taking	 into	 account	 the	631	
requirements	given	in	ISO/IEC	15408-1	and	ISO/IEC	15408-3	and	that	the	evaluation	of	security	632	
targets,	life	cycle	requirements,	design	and	vulnerability	analysis	for	the	composed	TOE	have	been	633	
performed	 according	 to	 the	 criteria	 specified	 in	 ISO/IEC	 15408-3.	 Providing	 assurance	 that	634	
potential	contradictions	and	inconsistencies	have	been	taken	into	account.		635	

6.1.1.5 	Security	assurance	components	636	

The	security	assurance	components	given	in	Table	15	are	included	in	the	package.	637	

Table	13	—	COMP	638	

Assurance	Class	 Assurance	components	

ASE:	Security	Target	Evaluation	 ASE_COMP.1	Consistency	of	composite	product	Security	
Target		

ALC:	Life-cycle	support	 ALC_COMP.1	Integration	of	the	application	into	the	
underlying	platform	and	Consistency	check	for	delivery	and	
acceptance	procedures	

ADV:	Development	 ADV_COMP.1	Design	compliance	with	the	platform	
certification	report,	guidance	and	ETR_COMP	

ATE:	Tests	 ATE_COMP.1	Composite	product	functional	testing	

AVA:	Vulnerability	analysis	 AVA_COMP.1	Composite	product	vulnerability	assessment	
	639	

7 Protection	Profile	Assurance	(PPA)	640	

7.1 Family	Name	641	

The	name	of	this	family	of	packages	is	Protection	Profile	Assurance	(PPA).	642	

7.2 PPA	family	overview	643	

The	Protection	Profile	Assurance	(PPA)	family	provides	two	assurance	packages	for	PP	evaluation.		644	

a) Assurance	package	for	evaluating	direct	rationale	PPs	645	

b) Assurance	package	for	evaluating	standard	PPs	646	

These	assurance	packages	provide	the	components	that	are	used	in	the	evaluation	of	each	type	of	647	
Protection	Profile	described	in	ISO/IEC	15408-1.	648	

Table	14	represents	a	summary	of	the	PPAs.	The	columns	represent	the	set	of	PPAs,	while	the	rows	649	
represent	assurance	families.	Each	number	in	the	resulting	matrix	identifies	a	specific	assurance	650	
component	where	applicable.	651	
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These	PPAs	consist	of	an	appropriate	combination	of	assurance	components	as	described	in	Clause	652	
7	of	part	3	of	ISO/IEC	15408:20XX.	More	precisely,	each	PPA	includes	no	more	than	one	component	653	
of	each	assurance	family	and	all	assurance	dependencies	of	every	component	are	addressed.	654	

Table	14	—	PPA	summary	655	

Assurance	class	 Assurance	family	

Assurance	Components	by	Protection	Profile	Assurance	
Package	

Direct	Rationale	PP	
(PPA-DR)	

Standard	PP	
(PPA-STD)	

Protection	Profile	
evaluation	

APE_CCL	 1	 1	

APE_ECD	 1	 1	

APE_INT	 1	 1	

APE_OBJ	 1	 2	

APE_REQ	 1	 2	

APE_SPD	 1	 1	
	656	

7.3 PPA	family	objectives	657	

The	PPA	objectives	are	to	support	the	provision	of	assurance	through	evaluation	that	a	protection	658	
profile	conforms	with	the	requirements	given	in	ISO/IEC	15408.	659	

7.4 PPA	Packages	660	

7.4.1 Direct	Rationale	PP	(PPA-DR)	661	

7.4.1.1 Package	name	662	

The	name	of	the	package	is	Protection	Profile	Assurance	Package	-	Direct	Rationale	(PPA-DR).	663	

7.4.1.2 Package	type	664	

This	package	is	an	assurance	package.	665	

7.4.1.3 Package	overview	666	

PPA_DR	provides	assurance	by	evaluation	of	a	Direct	Rationale	Protection	Profile,	using	the	criteria	667	
specified	in	ISO/IEC	15408-3.	668	

7.4.1.4 Objectives	669	

PPA-DR	is	applicable	when	a	Direct	Rationale	PP	is	evaluated.	It	may	be	used	to	verify	that	a	Direct	670	
Rationale	PP	conforms	with	the	requirements	of	ISO/IEC	15408-1	671	

7.4.1.5 	Security	assurance	components	672	

The	security	assurance	components	given	in	Table	15	are	included	in	the	package.	673	

Table	15	—	PPA-DR	674	

Assurance	Class	 Assurance	components	

APE_INT.1	PP	introduction		
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Assurance	Class	 Assurance	components	

APE:	Protection	Profile	
Evaluation	

APE_CCL.1	Conformance	claims	

APE_SPD.1	Security	problem	definition	

APE_OBJ.1	Security	objectives	for	the	operational	
environment		

APE_ECD.1	Extended	components	definition	

APE_REQ.1	Stated	security	requirements	

	675	

7.4.2 Protection	Profile	Assurance	Package	-	Standard	(PPA-STD)	676	

7.4.2.1 Package	name	677	

The	name	of	the	package	is	Protection	Profile	Assurance	Package	–	Standard	PP	(PPA-STD).	678	

7.4.2.2 Package	type	679	

This	package	is	an	assurance	package.	680	

7.4.2.3 Package	overview	681	

PPA_STD	 provides	 assurance	 by	 evaluation	 of	 a	 standard	 Protection	 Profile,	 using	 the	 criteria	682	
specified	in	ISO/IEC	15408-3.	683	

7.4.2.4 Objectives	684	

PPA-STD	is	applicable	when	a	Standard	PP	is	evaluated.	It	may	be	used	to	verify	that	a	Standard	PP	685	
conforms	with	the	requirements	of	ISO/IEC	15408-1.	686	

7.4.2.5 	Security	assurance	components	687	

PPA_STD	provides	assurance	by	evaluation	of	a	standard	Protection	Profile,	as	specified	in	ISO/IEC	688	
15408-1.		689	

Table	16	—	PPA-STD	690	

Assurance	Class	 Assurance	components	

APE:	Protection	Profile	
Evaluation	

APE_INT.1	PP	Introduction		

APE_CCL.1	Conformance	claims		

APE_SPD.1	Security	problem	definition	

APE_OBJ.2	Security	objectives	

APE_ECD.1	Extended	component	definition	

APE_REQ.2	Security	requirements	
	691	

8 Security	Target	Assurance	(STA)	692	

8.1 Family	Name	693	

The	name	of	this	family	of	packages	is	Security	Target	Assurance	(STA).	694	
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8.2 STA	family	overview	695	

The	Security	Target	Assurance	(STA)	family	provides	two	assurance	packages	for	ST	evaluation.		696	

a) Assurance	package	for	evaluating	direct	rationale	STs	697	

b) Assurance	package	for	evaluating	standard	STs	698	

These	assurance	packages	provide	the	components	that	are	used	in	the	evaluation	of	each	type	of	699	
Security	Target	described	in	ISO/IEC	15408-1.	700	

Table	17	represents	a	summary	of	the	STA	packages.	The	columns	represent	the	set	of	STAs,	while	701	
the	rows	represent	assurance	 families.	Each	number	 in	the	resulting	matrix	 identifies	a	specific	702	
assurance	component	where	applicable.	703	

These	STAs	consist	of	an	appropriate	combination	of	assurance	components	as	described	in	Clause	704	
9	of	part	3	of	ISO/IEC	15408:20XX.	More	precisely,	each	STA	includes	no	more	than	one	component	705	
of	each	assurance	family	and	all	assurance	dependencies	of	every	component	are	addressed.	706	

Table	17	—	STA	summary	707	

Assurance	class	 Assurance	family	

Assurance	Components	by	Security	
Target	Assurance	Package	

Direct	
Rationale	ST	
(STA-DR)	

Standard	ST	
(STA-STD)	

Security	Target	
Evaluation	

ASE_INT	 1	 1	

ASE_CCL	 1	 1	

ASE_SPD	 1	 1	

ASE_OBJ	 1	 2	

ASE_ECD	 1	 1	

ASE_REQ	 1	 2	

ASE_TSS	 1	 1	
	708	

8.3 STA	family	objectives	709	

The	STA	objectives	are	to	support	the	provision	of	assurance	through	evaluation	that	a	protection	710	
profile	conforms	with	the	requirements	given	in	ISO/IEC	15408.	711	

8.4 STA	Packages	712	

8.4.1 Direct	Rationale	ST	(STA-DR)	713	

8.4.1.1 Package	name	714	

The	name	of	the	package	is	Security	Target	Assurance	Package	-	Direct	Rationale	(STA-DR).	715	

8.4.1.2 Package	type	716	

This	package	is	an	assurance	package.	717	
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8.4.1.3 Package	overview	718	

STA_DR	provides	assurance	by	evaluation	of	a	Direct	Rationale	Security	Target,	using	the	criteria	719	
specified	in	ISO/IEC	15408-3.	720	

8.4.1.4 Objectives	721	

STA-DR	is	applicable	when	a	Direct	Rationale	ST	is	evaluated.	It	may	be	used	to	verify	that	a	Direct	722	
Rationale	ST	conforms	with	the	requirements	of	ISO/IEC	15408-1	723	

8.4.1.5 	Security	assurance	components	724	

The	security	assurance	components	given	in	Table	18	are	included	in	the	package.	725	

Table	18	—	STA-DR	726	

8.4.2 Security	Target	Assurance	Package	-	Standard	(STA-STD)	727	

8.4.2.1 Package	name	728	

The	name	of	the	package	is	Security	Target	Assurance	Package	–	Standard	ST	(STA-STD).	729	

8.4.2.2 Package	type	730	

This	package	is	an	assurance	package.	731	

8.4.2.3 Package	overview	732	

STA_STD	 provides	 assurance	 by	 evaluation	 of	 a	 standard	 Security	 Target,	 using	 the	 criteria	733	
specified	in	ISO/IEC	15408-3.	734	

8.4.2.4 Objectives	735	

STA-STD	is	applicable	when	a	Standard	Security	Target	is	evaluated.	It	may	be	used	to	verify	that	a	736	
Standard	Security	Target	conforms	with	the	requirements	of	ISO/IEC	15408-1.	737	

8.4.2.5 	Security	assurance	components	738	

STA_STD	provides	assurance	by	evaluation	of	a	standard	Security	Target,	as	specified	in	ISO/IEC	739	
15408-1.	The	security	assurance	components	given	in	Table	19	are	included	in	the	package.	740	

Table	19	—	STA-STD	741	

Assurance	Class	 Assurance	components	

ASE:	Security	Target	
Evaluation	

ASE_INT.1	ST	introduction		

ASE_CCL.1	Conformance	claims	

ASE_SPD.1	Security	problem	definition	

ASE_OBJ.1	Security	objectives	for	the	operational	environment		

ASE_ECD.1	Extended	components	definition	

ASE_REQ.1	Stated	security	requirements	

ASE-TSS.1	TOE	Summary	specification	

Assurance	Class	 Assurance	components	

ASE_INT.1	ST	introduction		
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	742	ASE:	Security	Target	
Evaluation	

ASE_CCL.1	Conformance	claims	

ASE_SPD.1	Security	problem	definition	

ASE_OBJ.2	Security	objectives	

ASE_ECD.1	Extended	components	definition	

ASE_REQ.2	Stated	security	requirements	

ASE-TSS.1	TOE	Summary	specification	


