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LIAISON STATEMENT
FROM: ISO/IEC JTC 1/SC 27/WG 3
TO: The CCUF

Overview and Appreciation

ISO/TIEC JTC 1/SC 27/WG 3 thanks the CCUF for their liaison statement circulated as ISO/IEC JTC
1/SC 27/WG 3 N2991 dated September 5, 2025. The WG 3 thanks to the CCUF for the updates of
organization status, scope of interesting, and the dates of its forthcoming meetings. These are noted
and WG 3 requests that the CCUF continue to include information about their future meetings in
their future liaison statements.

Progress of ISO/IEC 15408 and 18045 revisions

During the ISO/IEC JTC 1/SC 27/WG 3 meeting week, the editors' group and WG3 experts
convened to focus on the Disposition of Comments (DoCs) and to determine the subsequent steps
for publication, based on the comments from the ISO editor. The discussions centered on
implementing necessary editorial changes to finalize the ongoing revision work. The meeting was
highly productive, with strong collaboration among both online and in-person participants. As part
of the next steps, the editor’s group will focus on implementing the DoCs and preparing any
necessary revisions to ISO/IEC 15408 (all parts) and ISO/IEC 18045. SC 27/WG 3 appreciates the
continued contributions from liaison organizations and welcomes any feedback or input regarding
these ongoing efforts.

Revision of ISO/IEC TR 22216:2022

ISO/IEC TR 22216 provides information and support for the use of ISO/IEC 15408 (all parts) and
ISO/TIEC 18045 and their relationship with the previous version of the standard. It includes
explanatory text about the two evaluation approaches, specification-based and attack-based, the
concepts newly introduced such as composite evaluation and multi-assurance, and mappings
between previous functional and assurance components to updated functional and assurance
components. In the context of the revision of ISO/IEC 15408 (all parts) and ISO/IEC 18045, it
seems appropriate and useful to revise the ISO/IEC TR 22216 companion document. All changes to
the standards which could have an impact on the TR 22216 content should be collected, reviewed
and then integrated in the revised TR.

Revisions of ISO/IEC 29147:2018 and ISO/IEC 30111:2019

ISO/IEC 29147:2018 provides requirements and recommendations to vendors on the disclosure of
vulnerabilities in products and services. ISO/IEC 30111:2019 provides requirements and
recommendations for how to process and remediate reported potential vulnerabilities in a product or
service. Over the years, both documents have been widely adopted and utilized across the
cybersecurity community. Recently, the cybersecurity landscape has undergone significant changes
driven by new and demanding regulations such as the Cybersecurity Act, NIS2 Directive, and more
recently, the Cyber Resilience Act. These developments raise the question of whether the evolving
cybersecurity ecosystem necessitates updates to these standards.

In response, WG 3 has recommended initiating the revision processes for both ISO/IEC 29147 and
ISO/IEC 30111. SC 27/WG 3 kindly encourages CCUF members and their organizations, who are
actively engaged in these efforts, to contribute to the standardization process through their respective
National Bodies or liaison channels. Their expertise and input would be highly valuable in shaping



the revisions of ISO/IEC 29147 and ISO/IEC 30111 in alignment with the evolving cybersecurity
landscape.

Items highlighted as likely to be of particular interest to the
CCUF

Please note that the latest status of all WG 3 projects, relevant document numbers, and the schedule
for updates and comments are all to be found in the resolutions document that is attached to this
liaison statement. Documents of interest to the CCUF can be made available through the liaison
channel with SC 27. We would like to draw your attention to the following projects:

Progress Report - PWI 25543 Consideration of the Target of
Evaluation Concept for Emerging and Existing Technologies

WG 3 has decided to extend the PWI for the next 6 months without changing its scope.

A study of Target of Evaluation (TOE) use cases that currently do not or might not fit the existing
concept of an on-premise IT product used as a basis for IT security evaluations. Known use cases
include, but are not limited to, TOEs in a cloud environment, IP soft processors, and Al. In addition
to this gap analysis, the study will include possible ways to address the gaps, one of which would be
a redefinition of ‘TOE’ regarding its relevance to the ‘IT product’ context as well as a possible
expanded definition for ‘IT product’ thereby increasing the scope of the ISO/IEC 15408 series and
ISO/IEC 18045 based security.

Study contributions from CCUF members would be extremely useful since it is likely that they will
be already studying/addressing the ways to apply ISO/IEC 15408 and ISO/IEC 18045 based
evaluations to these technologies/uses.

Progress Report - PWI 25240 Evaluation of Al-based
technology

PWI 25240 which began in April 2024 will continue as a PWI as an incubator for Al related
evaluation projects in WG 3.

(1) ISO/IEC 26160, Information security, cybersecurity and privacy protection — Enhancing the
ISO/IEC 15408 series and ISO/IEC 18045 for the Evaluation of Artificial Intelligence (AI)
Functionality

(2) ISO/IEC 25959, Information security, cybersecurity and privacy protection — Application of
attack potential to deep learning-based technology

The SC 27/WG 3 encourages interested CCUF members in either of the two above topics to join
ISO through their NBs and join the team of experts working on these documents.

Future meetings

WG 3 includes information regarding its future meetings and would like to inform the CCUF of the
following events planned for 2026.

e 93" JTC 1/SC 27/WG 3 meeting, March 2026, Germany
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